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Forewords

After the publication of our first essay on SecuROM | received a lot of interest
and replies on this argument, the first essay was contributed by AnonymouS$ and
was just a bit, an insight into SecuROM, a lot of things were still missing, like fixing
other anti-debugging and anfi-dump methods, fixing redirections and VM. |
then organized with deroko, Human and AnonymouS again to write a more
complete walkthrough on SecuROM, this time covering all the required issues to
successfully own it.

The result is this new Special Issue collecting the contributions of these authors.

This protector is on the scene since time and all the games protected with it
have already been cracked then it's fime to make these things clearly public so
as anyone can understand them.

| am also distributing the tools and scripts used in the tutorials composing this
special issue.

But, stop a moment, thinking how many other teams are giving to you so much
for free! Not many..

Of course | want to thanks authors here for their fime and their tools. SecuROM
was a protection which unprotection was kept secret for a long fime, now no
more ©

Have phun,
Shub
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Disclaimers

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. This tutorial is also
free to distribute in its current unaltered form, with all the included supplements.

All the commercial programs used within this document have been used only for the purpose of demonstrating the theories and
methods described. No distribution of patched applications has been done under any media or host. The applications used
were most of the times already been patched, and cracked versions were available since a lot of time. ARTeam or the authors
of the paper cannot be considered responsible for damages to the companies holding rights on those programs. The scope of
this tutorial as well as any other ARTeam tutorial is of sharing knowledge and teaching how to patch applications, how to
bypass protections and generally speaking how to improve the RCE art and generally the comprehension of what happens
under the hood. We are not releasing any cracked application. We are what we know..

Verification

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and are unaltered.
The ARTeamESFVChecker can be obtained in the release section of the ARTeam site: http://releases.accessroot.com

Table of Contents
Some Insights info SecuROM 7.30.0014 by Anonymous

1. Forewords......coooveeeviieeennnee
2.
2.1.
2.2.
3.
4,
5.
6.
7. Final words and greetings
Complete Cracking SECUROM 7.XX DY HUMIGIN ....oiiiiiiiectieeeee ettt e e e e et e e e sab e e e e tveeessbaeeeasbaeeasssaeessssseessssaeesssseenssasennsreeaans 10
1. Foreword and needed tools
2. First step: start of journey
3. Second step: prepare things
4. Third Step: Load the game iNto Olly AN FEIDASE ..co.viiiieiieeeieeeetee ettt ettt s e e et e e e s abeeeesaaeeessabeessssseessnnseesnnnns 11
5. Fourth Step: daemons tools and OEP
6. Fifth STED: FIXING ANTISOUMIDS «.etieeiiieeeeitee ettt ettt et e e ettt eeetb e e e et e e e etbeeeassbaeeessbaeeasssaeeasssaasanssaeeasssaesanssaesansssessnssseesnnseens
7. Sixth Step: fiXING The CRCCNECKS ....uviiiciiieeeee ettt e e e et e e e e tb e e e etbeeesabeeesasseeaesssaeessssasessssaeeasssaeesssseeesnssesennnns
8. Seventh Step: taking care of antidumps
9. CONCIUSIONS ..ttt
SecuUROM for the masses by deroko ......cuveeeeeveeeeciieeeeiieeenn,
1. FOrEWOIAS ....vieeeiieeeiee et
2. TOOIs ANA TArgET .
3. Few words about SECUROM ........cccevvviveeeniieene
4, DuMping SECUROM.....cccvviieiieieiieeeeiee e
5. ANH-DUMP fiXING coevvieeiieeceiee e
6. CONCIUSION <.ttt ettt ettt e ettt e e et e e e etbeeeeaaeeeeatseeeesaseeeesssaeeassseseasssseeasssaeaasssseesssseeasssseeessseeeassseeessssesessssaeeansseeessseeessseeennsns
7. RETEIENCES .ottt e e e et e e e e aa e e e e atbeeeeabbeeeeaabeeeetsseeeasbaeeesabae e e tbaeeeabaee e abaeeeaabbeeeattaeeeattaeeeanraeeeanraeas
8. Greetings
Well deep INSide SECUROM DY ANONYMOUS ......oiiiiieiie ettt ettt ettt et e et e st e e s ateesateessteesbeeseseeasseensaeenseesnseesnseesseenseeensessnseennnennns
TNE FUNNY SIAE Of TNINGS ceiiiiiiieeiie ettt ettt e et e e et e e e et eeeeabeeeeseseeeassseaeassseesasssaeaasssaeessssaeesssseesanssaeesssseeessseeennnns
Code morphing

BASIC AP TEAITECTION. ...ttt et et e e e e e et eeeeeeeeetataaeeeeeeeeaassaaeeeeeestaseaeeeeeeeessssaeeeeeeaessssseeeeeenanes
GO SPNICING tteeititeeiieeeetiee ettt e e et ee e et eeeeeteeestteeeasareaeasesaeeassseeeasssseeasssaeeassseaeasssaesasssseesssaeeansssaesssssesesssseeeassseessssseeesnsseeennne
Advanced API redirections ...
VIFTUGTE MOCIING .. et e e e e e e ettt e e e e e e et aaaeaeeeeeeettaaaaeeeeeeaataaaeeeeeeeastraeeeeeeeanassaeeeeeeeannssreeeeeas

SO~


http://releases.accessroot.com/

m SPECIAL ISSUE FOR SECUROM 7.30.0014 COMPLETE OWNING

Some Insights info SecuROM 7.30.0014 by

ANnonymous

1. Forewords

It's been a while since | did any reversing. It hasn’t been much reversing since the release of the X-Prot v2 unpacker. First of all
because I'm lazy, but real life also had a lot going on. Anyway, | have been following the SecuRom thread
(http://forums.accessroot.com/index.php2showtopic=4361&st=0) on ARTeam's forum for a while, decided fo look deeper info
SecuRom 7.

Initially | wanted to code an unpacker and started coding unpackers for SecuRom 7.10 through 7.12. As | began coding on an
unpacker for SecuRom V7.18 | found out that the task was quite demanding so | abandoned 7.18 and moved on to 7.30.0014.

This smalll tutorial/essay is not about completely reversing SecuRom 7.30.0014. It's just a help for people on how to reach OEP
and on the way defeating the anti-debugger trick that apparently stops a lot of people. | will also show | bypass the anti-dump
frick used by SecuRom.

The tutorial/essay is not very explaining as | do think that people reading this will be somehow more than just a newbie reverser.
SecuRom is a tough protection and good reversing skills are needed in order to fully reverse this protection.

2. Settings and Target

2.1. Target

Resident Evil 4 from Capcom

2.2. Tool Used

OllyDbg V1.10
OllyDbg plugin (HideOD) with the following settings:


http://forums.accessroot.com/index.php?showtopic=4361&st=0
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~Option-
v Auto Run HideOD v HideNtDebugBit
¥ SetDebugPrivilege IsDebuggerpresent
NtGlobalFlags
v OutDebugStringA HeapFlags
ForceFlags

v Process32Next

r I f ti P 254
¥ CheckRemoteDebuggerPresent R iannatlionFroc:

" none
v ZwSetinformationThread < methodl

v UnhandledExceptionFilter {* method2

TaskMngr by drizz (http://drizz.t35.com/main.php)

3. Defeating the mysterious debug-detection

Okay, let's go to work... Run Olly, select executable and let Olly loose. We hit to exceptions before get this error message:

Resident Evil 4 ’

A required security module cannot be activated.
This program cannot be executed (8010).

Please have a look at http:{jwww.securom.comfmessage. asp?m=module?
further, more detailed information.

In the earlier versions | used to get this whenever the ZwQueryObject trick was launched, but when | patch this | still get the error
message, so | fend to think it's the mysterious debugger detection people are talking about on the ARTeam thread.

How does it detect use2 We're using HideOD and ZwQueryObject is not the reason, so this must be new debugger detection.
Let’s start tracing... | will spare you for the agonizing of tracing through huge amount for checksums with SecuRom and let you
straight to the answer.

PUSHFD
PUSH 201
JNZ SHORT gane. 9577FOE?

JNP SHORT game. BS??FUEB
e AmiD it A ufiefé...ao0n BB matA,

Notice the CMP BYTE PTR DS:[EAX+4],0 222 It's really a part of a much large procedure... Anyway, modify this by setting TRUE
back to FALSE (1 to 0).


http://drizz.t35.com/main.php
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05: [(OP2G1EAGI=01 B
| Modify data

Follow address in Dur

Anpearanc

Copy pane to clipboard

To be honest, I'm not quite sure what exactly happen, but take a look at this clean code, stripped from obfuscation, frap-flag
protection and checksums:

0577F556 FEDS CALL EBP <-- call RtlAcquirePebLock
056D89E3 8B45 08 MOV EAX,DWORD PTR SS: [EBP+8] <-- [EBP+8] == 30h
056D89E6 64:8B00 MOV EAX, DWORD PTR FS:[EAX] <-- Get PEB address
0577FAA2 8B40 0C MOV EAX, DWORD PTR DS: [EAX+C] <-- PPEB LDR DATA

0577FDC9 8078 04 00 CMP BYTE PTR DS: [EAX+4],0 <-- TRUE if debugged
0577FDD3 75 12 JNZ SHORT game.0577FDE7 <-- jump bad boy

From Microsoft’s library | came across this:

typedef struct _PEE_LDR_DATA {
BYTE Reserwvedli[8];
PVOID Reserved2[3];
LIST_ENTRY InMemorydrderModulelist;
} PEE_LDR_DATA,
*PPEE_LDR._DATA;

From what | can see the flag at [EAX+4] is somehow switched on when debugged. | tried coding a little test myself but | always
came up with a TRUE result even if | was not running a debugger 12!

4. Reaching OEP

Fire up Olly and run through all exceptions, including fixing the anti-debug trick, until you reach:

O upz
FF&43F 8S JMP DWORD PTR DS: [EDI+ECK#4+5]
Be0a ADD BYTE PTR DS:[EAX],AL
[]alsl) ADD BYTE PTR DS:[EAX],AL
83C4 B4 ADD ESF, 4
g73cz24 ®CHG DWORD PTR SS:CESP],EDI

AA)P.HSVNMW Naty M e

Once Olly breaks clear BPX and suspend all threads except the main one.
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Threads
[Entry | Data block]

98a8ac2C| @SBCA168E| 7FFDFBa0
PBRBEF28| 7C818659) PFFDEODA

Last error Prlorlru Use

Now set a breakpoint on ReleaseMutex and let Olly run until it breaks again.
CTRL+F9 will lead you to the RETN in ReleaseMutex. Trace back into user-code and you will end up here:

F35 SRESEDBS | PUSH DWORD PTR DS [SBDESEA]
E2 1BDBFEFF CALL game.B@S69FAG
3325 SBESBDBS @ ﬂND DEOTD PTR DS: [SBDESSBJ a

c3 RETN
S5 PUSH EBP
2D6C24 ARG LEA EBP,DWORD PTR SS:[ESE

Now search for the pattern: C9 87 3C 24

Enter binary string to search for

ASCI
UNICODE I_

Be aware there are more offsets that match this pattern but the first one found should be the "good" one. If this is not the case,
you better start tracing ;) Anyway should look something like this:

CEAVE

XCHG DWORD PTR SS:[ESP1,EDI
PUSH EDI

XCHG DWORD PTR SS:[ESP+41,EDI
SHL ERX,8

MOU DWORD PTR S5:[ESP+41,4C2
.IJE$38H0RT game. B5682B50

CRRRETER  SpRppor ¥ S T L S

553

g73Cz24

s7

877C24 84

C1E@

C74424 B4 C2840
EE FA

cc
cc APE-AAutn.

Place a Hardware breakpoint on the instruction after the LEAVE opcode and run Olly. When Olly breaks go to Memory Map
and place a breakpoint code section using F2 and run Olly.

BBEa10666 PE header [2] R
LtEeHt code a R
.rdata code a R
.data code, data a R
. idata a R
SOSrC resources a R
nunc a R
bibendum | SFX a R
est a E
b ShSORE

Next time Olly breaks we're at OEP.
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6H 68 PUSH &9
A4954C2E| 68 BSS49EQG PUSH game.BB9ES4BS
ES 163Co008 CALL game.B@958248
BF 94006008 MOY EDI, 94
SBC MOU EAX,EDI
ES BCFFFFFF CALL game.B@354B58
8965 E8 MOU DWORD PTR SS:[EBP-181,ESP
SBF4 MOY ESI,ESP
S93E MOV DWORD PTR DS:CESI],EDI
S6 PUSH ESI
FF1S aCBRe7ES | CALL DWORD PTR DS: [S67GRGC] kernel32.GetVersionExR

SB4E 18 MOY ECX,DWORD PTR DS:[ESI+1@]
8900 74086605 | MOU DWORD PTR DS:[S6608741,ECK
SB46 84 MOU EAX, DWORD PTR DS:[ESI+4]

A3 89?36695 MOU DWORD PTR DS: [S66D: ?Jégnx
: +
4086605 41, EDX
8BY6 BC MOV ESI, DWORD PTR DS: [ESI+C]

S1E6 FFPFB@08 | AND ESI, 7FFF
8935 780266085 | MOU DWORD PTR DS:[S566D8781,ESI
83F9 @2 ECX,2

~74 BC JE SHORT game.@@954CEC
S1CE 98200608 |OR ESI, 2000
8935 78086605 | MOU DWORD PTR DS:[S66D8781,ESI

0w
0 m
Letin}
oo
©
==
(=]
L=\ =
om
£0
oxX
e
oo
=
no
=2
Do
o
tﬂ
-
aa
oy
=]

C1E@ 88 SHL ERX, S

a3c2 ADD EAX, EDX

A3 7CDS86685 MOU DWORD PTR DS:[S66DS7CI,ERAX

33F6 XOR ESI,ESI

S6 PUSH ESI

3239 S80RE7HES | MOU EDI,DWORD PTR DS:[S678RSA] kernel32.GetModu leHandleR

FFD CALL EDI
H 4 P_WORR.PT : CEAR
8512158 4vsgy | CIP WORRGPTRGS! LENLASAD e bbb, b o
Now we can dump.... Or can we 222

5. Defeating the anti-dumping trick.

As one can see, reaching the OEP of SecuRom 7.30.0014 is fairly easy. However, the authors did another attempt fo slow us
down. When we fire up our PE-dumper we get this message:

6 Unable to read memory of debugged process (0SE02000, 05

OK

Hmm... What happens here 22 Our dumper won't dump 212 Don't worry... This is easily defeated ... Luckily for you | did all the
tracing through SecuRom’s checksum hell. Let's rewind fime a little bit ;)

As | encountered this | decided to find out where exactly made this antfi-dump trick possible. | let the executable run until the
first exception and fried to dump. Here | also got the error message... So, this means that the anti-dump trick is setup before the
first exception. Now | simple started the slow process of tracing through tons of checksumes. First | encountered this:

BB23F97C| ASCII "Wrapper - setting guard page at GSEGE006LH"
BSE7BFS? | game. BSE7BFS?

Ba23F97C| ASCII "Wrapper - setting guard page at BSEGEHEGH"
Ba23F97C| ASCII "Wrapper - setting guard page at BSEGEHEGH"
BSBOBDSA| ASCII "Wrapper — setting guard page at ZOSXh"

This let me fo the thought that SecuRom for some strange reason GUARD PAGE the .securom section. So | set at breakpoint on
VirtualProtect and after several hits | ended here:

BSE7C156 o UirtualProtect from game.B8567C14A
ASEBEB08 ress = game. BSEBGBBG

00001006 | Sizc - 1000 (4696

88868001 || HewFrotect = PRGE_NOQCCESS

2823F9FC pOldProtect 23F9FC

A0

o4
c
a

| then retraced my way back to the user code (CTRL-F?) and ended here:

oD POPFD

gvacz4 XCHG DWORD PTR SS:[ESP],ECX

806424 FC LERA ESP,DWORD PTR SS:[ESP-41]

891C24 MOV DWORD PTR SS:[ESP],EBX

FF1S CBSCEGBS |CALL DWORD PTR DS:[<&KERMNEL3Z2.VirtualPr{kernel32.VirtualProtect
S83EC 64 ﬁgg ESF, 4

Now we know what to do when reach the OEP, so let’s fast forward to the OEP and open up the Memory Map and set the
access back to FULL ACCESS on the .securom section:
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| Address |Size Owner Section |Contains Type Access Initial|M:
9310006 | A066 166 Priv 868621664 | RU RUW 5
826 5] Priv 216864 | RW RW
aee38008 5] Priv 0216084 | RW RW
5] Priv 8211684 |RW Guarded |RW
2 5| stack of main thread |Priv 9211684 |RW Guarded |RW
3031 Map 8416062 | R R
AR250000 | BEEBER0A Priv 088821664 | RW R
6 B3 Map 4 4 | RW R
7 16 Map 41062 | R R S
30080 30 Map 41802 | R [ N
D 41 Map 4 2 | R R I
B6| Map 4 2 | R R ~L
88330000 | 06641664 Map ©6841662 R R
8833006 8861860 Priv 88621644 | RUE RUWE
31 Priv 21848 | RWE RWE
SAGI 81 Priv 2 4 | RW
3B S Priv 2 4 | Rl RW
3Cal aBeA306a Hap 4 2 R R S
a2 Priv 216864 | RW Rl
BE3EAB0E | BBBB4064 Priv 868621664 | RW Rl
SF O ulalalz) Map 684 2| R R
B0400000| BEAB1086| game PE header Imag 81662 | R RUWE
461 BSARBAAE| game .tent code Imag 5] 2R RUWE
9AE! BE526 game .rdata code Imag 8 2| R RWE
BAG3 4CE08 game .data code,data Imag G816816062 R RUWE
ASE670008 | HBRA306A| gane . idata Imag 9166816062 R RWE '
BS673000| 00003006 | gane «IErC resources Imag 816681662 R RWE
85676 B54E game nunc Imag 81862 | R RUWE
B5BC BE0868| gamne bibendum | SFX Imag 81662 | R RUWE
BSECE 8234 game est e Imag 81662 | R RWE
SEQ2600| BAOFE008 gamne o - Tammlaaacian2 | R RUWE
OSFARREE| HRR45H0E | actualize 64 | RU Rl
B6100000| ABAA1006| d3dw9_36| | R RUWE
a61a1 8210 d3ds9_38| .1 Dump in CPU R RWE
BE31E 8831 d3du2_38) .¢ R RWE
BE34F 8661 d3du9_38| .y Dump R RWE
B6350 8E16 d3du9_38| .1 R RWE
BE360 BRGE Search Ctrl+B RE R E
B64200008| BRE02000 |- R E R E .
86430000 60163660 | R R
96540000 BOBEFAR0 Set break-on-access F2 R E R E
2 < | 3 A
Set memory breakpoint on access J
| Set memory breakpoint on write 1 8 =
MNo access
| Read only
Copy to clipboard 4 :
[ S oEe R | Readfwrite TETEED?
Sort by >
7 ’} Execute
earance {
PP ., Executefread
N2 apli - adn e ghtemb

Now we can finally dump the executable without any problems.

pedumper @
! E Saved OK
L
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6. Conclusion

As one can see it is fairly easy to reach the OEP of SecuRom 7.30.0014. It's also possible to dump the executable once we set
back the page access to FULL. As for the mysterious debugger detection, we found it and is able to fix the problem. However,
reaching OEP and being able to dump the executable is not enough to defeating SecuRom. The dump is filled with VM code,
code-splicings efc. etc. | only showed the way to the promised land, it's now up to you to work your way through it yourself ;)

7. Final words and greetings

As stated in the forewords this is not a complete tutorial on how to reverse SecuRom, but merely a quick step-by-step on how to
reach the OEP of version 7.30.0014. | must admit that | haven't looked intfo the VM and code-splicing of this version. | initially kind
of promised that | would code another unpacker but | doubt that | will ever code any again. Basically | haven't got the time
anymore and the credits you get from your many hours of work are minimal. However, if my good friend, Nacho DJ, talk me
into it | might do some more futorials ;)

Last but not least | would like to send out my greetings to:

e My wife, Kristine and my son Frederik
e All ARTeam member (especially Nacho DJ)

e Drizz
e Alllforgot
Sincerely,

AnonymousS / ARTeam
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Complete Cracking SecuRom 7 .xX by

Human

1. Foreword and needed tools

Hello and Welcome to my tut about cracking securom 7.xx (something around 7.30)
What we need..

Target:
= Resident evil 4 or Biohazard 4 ISO
=  Resident evil 4 1.1patch
=  Resident evil 4 maxi image(included)

Tools:
= Winhex
= Cff Explorer
= Ollydbg 1.10
= Ollydump plugin

My oepfind:) newest ofcourse.
And my scripts:
= Securom 7.x Cpuid Fixer (included into this distribution)
= Securom 7.x CRC Check Fixer (included into this distribution)
= Securom 7.x Jump Bridge & Crypted Code Fixer (included into this distribution)

Note: this tutorial is more like unpacking tutorial and not a deep analyze why | do things, | spent a lot of fime analyzing this, so if
you want understand better.

Do it alone, check how secuRom uses those. With this fut it would be easier for you.

2. First step: start of journey

Lets start with installing game.

3. Second step: prepare things

Install patch(if you have biohazard you still can install patch after some steps)

First insert Reg file with path to your biohazard 4

REGEDIT4

[HKEY LOCAL MACHINE\SOFTWARE\CAPCOM\resident evil 4]
"PATH"="e:\\Games\\biohazard 4\\"

Next lets load patch into ollydbg and patch its complain about no game to update P
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Address | Hex dump Dizassembly Comment # |Registers [(FPU) < <
HEE7EEC] 296424 40 MO DWORD PTR S5: [ESP+4C1,ESP — | ERX BEEEEEEE
4BETELR 62 ZBEE42008 FUSH upd_pall.Ba42E520 ASCII "installation destination is ECH BE1ZFFEG
4E7ELS |~ EB JMP SHORT upd_pall.BB4B87EEF ED FCIBEE?4 ntdll.KiFastSustemCal lRet
4BTELY E2 B4CIFFFF CALL upd_pall.B@484720 EEX FFFDFEEE
4EFEIC|  GSCI TEST EHi, EH: ESF BE1Z2FFC4
AETELE|~ 74 24 JE SHORT upd_pall.B04607E44 EEF BE1ZFFFE
4BETEZE E2 FLUSH EBX ESI FFFFFFFF
4 ;E ‘1‘ gg%g ic ﬁgﬁ EEE égP —| EDI FC21@722 ntdll.FCI1E738
4 .
4BTE2S Seazd 30 HOU DWORD FTR SS: [ESP+38] ESP EIF 88423548 upd pall.{ModuleEntruPoint®
4BTEZA S 4FE24208 FUSH upd_pall.@@42E: C @ ES BB22 2zhit @l FFFF1
4BTEZF & FCASFFFF CALL upd_pall. 88482488 1 CS BalE 22bit @[ FFFF1
4E7ES4 SEC 1C SUB ESP, 1C A8 55 BB23 I2bit &l FFFF1
4BTEST MOU ECH,ESP 2 1 D02 |22 2zhit @l FFFF1
4BTESS SE424 40 MOU DWORD PTR SS: CESP+4C1,ESP S @ FS BB2B 2zbit PFFOEDEECFFF)
4BE7ESD 2 1BES4208 FUSH uDd_Dall BB42EE1A ASCII "already attached even wersic T @ G5 8088 MHULL
467E4Z| v EB 2B JHP SHORT upd_pall.B@8487ECF 0@
4 ;Ecg EECS?C?FFFF %Elé# EEQ“ES*I L BB484EER 0 @ LaztErr ERROR_MOD_NOT_FOUND (B8SGEE7E)
AGTES "
487E4B[~ 75 SE JNZ SHORT upd_pall. BE4EPERE 3L EEEEES (G, E E e (s CoLa)
4E7E4D 7 FUSH _EDI ntdll.FCI1E73E STE empty —UMORM DBAZ 21050164 DRAODADED
4ETEAE SEC 1T SUE ESF, IC ST1 empty @,
4BFEE L MO ECH, ESI STZ enmpty B,
4BTEES SE424 MO DWORD PTR S55: EESP+38] ESP ST2 ermpty B,
4B7EET =l F!4E542BB FUSH upd_pall.@@42E! ASCII "Error™ ST4 ermpty 8.
4EFESC 2 4FREFFFF CHLL upd_pall. 88482488 STE empty A,
4ETFEE L SEC 1C SUE ESP, IC STE ermpty 1.
4BETESS MO ECH, ESI ST7 empty 1.
ABETECE 96424 40 MO DWORD PTR 55: [ESP+4C1,ESP 2 1 ESPUDOZDI
HETEER 2 D4E442688 PUSH upd_pall.@@42E404 ASCII "Mo game requiring an update FET 4828 Cond 1 =] Err @@ 1 @68 @G G8 (EX)
ABETESF E2 2CRSFFFF CALL upd_pall.B@4824E0 FCW B2FF  Prec MEAR,E: Mask 111111
4BETETS E2 FUSH EBX
4BTETE E2 E&L4DB80 CALL upd_pall.B@4802E0
4EFEFH|  G3C4 4@ ROD ESF, 48
4BTETD S02C24 S4BA0EAE LER ECH,0WORD PTR S5z [ESP+94]
4BETED E2 47923FFFF L upd_pall
4BETEDRS E04C24 78 LER ECH,0WORD PTR S5z [ESP+72]
4E7ESD|  ES SESSFFFF CALL upd_pall.@@4alc08
4BE7ESZ E04C24 14 LEA ECx,OWORD PTR S5z [ESP+141 b
Jump_is MOT taken
B8467EAB=upd_pall.B04687ERE
Address |Hex dump ! ASCIT s | Address | Value Comment A
BE424EE0| D OB B0 B0|FH 44 42 86| 48 DS 42 L] 68 DS 42 88| . CE. ®EE = YC21eFD7| RETURM to kerne l232.FC216FDY -
434618 7O 02 4 2@ 02 4 o 4 . . . . BE1ZFFC2| FCR1EF32| ntdl L. FCILATSE
23| CB 02 4 E@ 02 4 [} < 4 18 J‘ 4 BE12FFCC| FFFFFFFE
4346238 ( 20 04 4 2@ D4 4 4 3‘ 4 @ 04 4 BE12FFDA| FEFOFEEE
434048( 20 04 4 AE D4 4 ca D4 4 E@ D4 4 BE12FFD4| 2B54RcED
4234656| FE D4 4 0E 4 28 DS 4 E& OS 4 Ba1ZFF0S| @aisFFCs
434@68| 7E 05 4 0s 4 BaE G 5 BE12FFDC| 29EED2IAGE
434678 20 24 4 92 4 B& AL 4 H 54 4 BE12FFER| FFFFFFFE End OF SEH chain
434628 A0 [} AF A1 4 5 BE12FFE4 SAR E handler
424896 | BE Cd 4 5] I5} BE12FFES| FCE1EFE kernelS2 vLE1EFER
4 34ERE | B1 a 1z} BE12FFEC
4346EE| A0 7l & BE12FFFA
434EC0H| 2 ] [s} BE12FFF4
4 24E0E | 6 5] F @E1ZFFFS 9 42| ASCIT "i*hH EB"™
4 34EER| @ ] 5} BE12FFFC
4346FE| @ 5] 5}
434108 & ] 5}
434116/ @ 5] Li]
434128/ @ ] 5}
i : : -
424
434156 B8 g [5 5
Commant J
| Program entry paint | | Pauzed

You see 00407E4B change it to JMP SHORT upd_pal1.00407EAB and patch will start patching us to 1.1 and securom protected
(well it takes a while)

#l resident evil 4 Update Patch ver. 1.1

Now Updating...

L |

4. Third Step: Load the game into Olly and rebase

Lets load game.exe into olly. Press alt+M to see memory.

As you can see d3dx?_30.dll blocks our dump to have linear regions :(
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Address |Size Owner Section |Contains e|Aoccess | Initial|Mapped as -
BE4AEE0E | AHAE10EE | game PE header mag| R
4061 CEF gane SteHt code mag| R
SCE 851 gane -rdata code mag| R
Az1 A OIC 7 gane .data code, data mag| R
7ESH gane - idata code mag| R
7EE gane - TErC code, resourt Imag| R
7EE! gane ars code mag| R
043 gane est code mag| R
D51 D gane arten code mag| R
(] gane celare | code mag| R
l game . securon| code, import) Imag R
7 i Rl
1 d3dw3 2@ PE header mag| R
32 D d3dud 28| . teut code, import] Inag R
EE4ER 1 d3dwd 28| .data code, data mag| R
IEE7F G 1 d2du'd 20|, rere code, resours Imag| R
5] d3dx? 38| .reloc | code,reloca) Imag R
5 Map |R E
Map |R E
£l Map | R
Ci Map |R E
Priv| Rl
Map |R
Priv| Rl
1 d23d9 PE header mag| R
2B d2d9 Stent code, import] Inag R
IEE d3d3 .data code, data mag| R
=) d249 S PEPC code, resours Imag| R E
d2d3 .reloc code, relocal Imag| R E
EDE2E! [5] COMCTLZ2 PE header mag| R E
ED521 7 COMCTLSZ| . tent code, import] Imag| R E
EOE92E COMCTL22| . data code, data mag| R E
EDE3E0 2 COMCTLSZ| . rarc code, resourd Imag| R E
EDSEBE! = COMCTL22| .reloc | code,reloca) Imag| R E
ED2EE E1 DINPUTE PE header mag| R E
60351 DINPUTE |.teut code, import] Imag| R E
ED274 Al DIMPUTE | .data code, data mag| R E
&027ER! OINPUTS | .rsrc code, resourt Imag| R
0337 DINPUTS |.reloc |code,reloca) Imag R
SOEDE! d3det PE header mag| R
&0ED1 d3dat StEHT code, import] Imag| R
SOEDSH d3det .data code, data mag| R
&OEDH d3dat .TECC code, resourd Imag| R
&0ED d3dat .reloc | code,reloca) Imag| R
71h: WSZHELF PE header mag| R
71R4 WSZHELF | .teut code, import] Imag| R
T1A WSZHELF | .data code, data mag| R
1A WSEHELF | .rsrc code, resourt Imag| R
71A4 WSZHELP |.reloc |code,reloca) Imag R
T1ASE Ws2_2: FPE header mag| R
1A WS2_3; Stent code, import] Imag| R
1A Ws2_2: .data code, data mag| R
1A WS2_3; S TErC code, resourd Imag| R
1A Ws2_3: .reloc | code,reloca) Imag| R
T1A WSOCK: PE header mag| R
71A71 WSOCK: StEHt code, import] Imag| R
T1A7H WS0CK; .data code, data mag| R
T1A7E WSOCK: . PEPC code, resourt Imag| R
T1A73 1 WS0CK: .reloc | code,reloca) Imag|R
TSEABDEE | AEE016EE | DSOUND PE header Imag| R
72EAL1G00| AEASEEEE | DSOUND Stent code, import{ Imag| R
TSEFCO0E | AEAEZEEE| DSOUND .data code, data Imag| R
TSEFSO0E | AEE0166E| DSOUND rsrc code, resourd Imag| R
TSEFS000 | AEA02EEE | DSOUND .reloc code, relocal Imag| R
TEICE00E AEE0166E| TMM2Z PE header Imag|R
TE261000 AEE1E6EE| TMM2Z Stent code, import{ Imag| R
TEIFCO0E AEE016EE| TMM2Z .data code, data Imag|R Il w
FEATFARR| ARARCHAG | THMMIR e e vazaed Tranl B RIIE
Cammant j
| Module D:NwWIN=PYWiInSxS4wEE_Microzoft Windows. Common-Controls_E595b641 44ccf1di_B.0.2600. 2982 _x-ww_ac3f9c03hcomct32.dil | | Pauzed

So we have to use rebaser from Dr.Golova to fix it to our needs (dont worry All Works after it) rebase it o 20000000h

Select file for proceszing.
|d3d=3_30.dl

OLL ReBaser wi1.0 by DOv.Golova -
nailtos dr.golowalreversing.net
https/funu.uinc.ru

ReBasing d3ad=9_30.d11

[raata Backlp... Skipped.

ReBazing Inage... Ok. "
Options
Original Imagek ase: Mew ImageB ase:

| 20000000 b | 20000000 h

| BackUp. [ Copy Overlay. | Save.

Process.

About, | Cloze.

Lets reload game.exe and voila All is fine All range after exe fill 20000000h is free:)
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Address 2e |Duner
BE4EBHEE | QEEE 1086 | game

G846 ESEF
B3 Lalsl:y |
IBAZ 40CT
IC7E
C7ER
CPEE C.CEN
C045
COC1 200
BEAZDEEN | BE0EEADEA
F
613 7
==
¢ 2
EE 1 EC
==y 51
=
ZBRADEE0 | BE0E100E
ZEEE ] G ]
ZE21EQ! 1
zEz4Fal 1
ZB258 =]
4FOEE 1
4FOE] 2B
4FEDC E
4FEE? 51
4FEES GEG

N
)
n
i)
o)
)
i
I
&

@
=
=

N
o
m
I
i)
o)
©
i
I
i
m

@
=
=

N
ko]
=
=

Tl e £ i 1) ol 1] e 1 . e ) b e ] e e e e b b b

FEDTT

Jane
game
game
game
Jame
game
game
game
game
Jane

d3dud_38
d3ds?_38

COMCTLZ2Z
COMCTLZ2Z
COMCTLSZ
COMCTLSZ
COMCTLSZ
DINFUTE
DINFUTE
DINPUTE
DINPUTE
DINPUTE
d2d2thk
d2d2thk
d3dSthk
d3dSthk
d3dSthk
WSZHELP
WSZHELF
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4
Sect ion | Contains Tupe| Access | Initial[Mapped as -~

FE header Imag| R RUE
EEHE code Imag| R RUWE
.rdata |code Imag| R RUWE
.data code, data Imag| R RUWE
.idata  |code Imag| R RUWE
SEETE code, resours Imag| R RUWE
ars code Imag| R RUE
est code Imag| R RUE
arten code Imag| R RUWE
celare code Imag R RUE
»SEoMron| code, inport] Inag| R RUWE
Priwv| Rl Rl
Map |R E R E
Map |R E R E

Map | R R
Map |R E R E

Priu| Rl Rl

Hap |R R

Friu| Rl Rl
PE header Imag R RUE
EERt code, import) Inag| R RUWE
data code, data nag| R RUWE
SEECC code, resours Inag| R RUWE
.reloc | code,reloca) Imag| R RUWE
FE header mag| R RUE
SEeHt code, import) Imag| R RUWE
.data code, data mag| R RUE
.rErG code, resours Imag| R RUWE
.reloc code, re loca) Imag| R RUWE
PE header Imag R RUE
SEEHT code, import{ Imag| R RUE
data code, data nag| R RUWE
SEECC code, resours Inag| R RUWE
.reloc | code,reloca) Imag| R RUWE
FE header mag| R RUE
SteHt code, import) Imag| R RUE
.data code, data mag| R RUE
.rErG code, resours Imag| R RUWE
.reloc code, re loca) Imag| R RUWE
PE header Imag| R RUWE
SEEHT code, import{ Imag| R RUE
data code, data nag| R RUWE
SEECC code, resours Inag| R RUWE
.reloc | code,reloca) Imag| R RUWE
FE header mag| R RUWE
SteHt code, import) Imag| R RUE
.data code, data mag| R RUE
.rErG code, resours Imag| R RUWE
.reloc code, re loca) Imag| R RUWE
FE header mag| R RUWE
SEEHT code, import{ Imag| R RUE
data code, data nag| R RUWE
SEECC code, resours Inag| R RUWE
relos | code,reloca) Imag| R RUWE
FE header mag| R RUWE
SteHt code, import) Imag| R RUE
.data code, data mag| R RUE
.rErG code, resours Imag| R RUWE
.reloc code, re loca) Imag| R RUWE
FE header mag| R RUWE
SEEHT code, import{ Imag| R RUE
data code, data nag| R RUWE
SLECC code, resours Inag| R RUWE
relos | code,reloca) Imag| R RUWE
FE header mag| R RUWE
SteHt code, import) Imag| R RUE

.data code, data mad| R RUE P

R o vezoned Twaal B RhIE

Commanc

|

| Frogram entry poi

it

| | Paused

5. Fourth Step: daemons tools and OEP

1. Letsload maxi image info daemon tools 4.10

2. Runyasu to cloak virtual drives

3. Set break point on CreateProcessinternalA and run, after break you will see on stack param to use with oepfind, so letfs use

it.

4.  For me command to run In Total commander is like this:

oep game.exe /Sonydadc /05f0612d /05f0612d /220792E1 /1

last param is time in ms, anfidebug that spawns another instance of exe and kills parent if difference is too high from
current GetTickCount.
But due we patch GetTickCount fo count slower in rate of +1, we use /1 instead of original fime

With oepfind we use these settings:

kill low Alloc so it will not Alloc Any memory under imagebase
hook virtualalloc to Alloc memory linear not random
GetTickCount +1 to disable spawn of another proper process
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%' Oep Finder V1.60 by Human/MiNT

For ia vath Love

BIENE

File: | game. exe

Carnrmatd: |f"50nydadc A0GFOET 2d AO5F0E12d /22073281 A

Cl U.SE Int3 - 00401000 - D0SEEC21 - R
[#] Kill Lawe Allae .rdata - 005C0000 - DOOE0ZFO - R
[+] Haok: Wirtualélos .data - 00421000 - D4DCE3E0 - R/
Hook VitualProtect | -idata - 057ES000 - Q0002374 - B
[ Hook VituaBroteot | -(%8 e 00 G0005FDC R

ars - 0S7EEDO0 - 00554460 - Fw's

Detach
Count

Dump

—
=]
m

1=

T
4l v | CreateThiead et . 05049000 - 00007170 - A ¥
Allowed
[ Use Custom Bange | | Size: |
tdemany Start: | | End: |

Now Press detach to look for OEP. After about 10 seconds we have:

Is this Oep:

0096aDSC

Fine so Press yes or Any key In your language. Run Olly and attach to our game.exe.

Remember PID due we will need it later, mine is here 75C

Don't run just in menu select view/threads and double click that one suspended.
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Threads

Data block

HEAEECES | BBRRAAEE| YFFOFBEE | ERROR_NORCCESS (@ Suspended

Disazsembly Comment Registers (FPL)

EE FE JHMP SHORT game BB966D9C BEZZFIBE

&8 92290000 FUSH game. BBABZ BEFD222C ASCII "FPEB1FDEEL
ES 163CH0GE CALL game. BBQSRQBS O FCOBEES4 ntdll.KiFastSust
EF 94000000 MOY EDT, 94 H3388E game. BSH3208E
8BCY MOU ERX, EDT F 2RI
EE BCFFFFFF CALL game.BR955CCH 22F3F 4
2955 ES MOL DWORD PTR S5:[EBP-121,ESP I BIIEEE game .. BSA3 2008
BEEEAEEE

853E 1oy BigoRt PTR DS:LESLI,EDI
6 FLSH EST aame . BEEI3000 CEERAED ePE:EREEED

FFIG 148A7EGS CALL DiioRn PTR DS: [57E3a14] Ferne 132, Getlers ionExA LB ES GE22 22bit B(
¥, DUORD PTR O5: [ES1+10] F 1 C5oele zbit o(
G500 44567E6S DR PIR DerraoEeCas] Eon aame. BEFD3350 A1 S5 GE2: Szhic o
SE46 G4 EAX, DUORD PTR OS:[ESI1+41 aane. A53EEARE 76 DS 0E2E Szbit @
A3 SESETERS DRD PTR bs:rerEsesa), Enx S @ Fi G036 3imic R
EDI%, DUORD P T
G

DF@EarF

3 SEEE 05 A G5 aoon NOLL
3 G915 S4G67ERS DUARD PIR DosS7EEead ] £0% ntdl LK iFastSustenCal IRet a
2 Sre o ESI,DUORD PR Ds: TEST+CI game. B4B62361 @ LastEcr ERROR_MOACCESS
3 3935 48567EG5 OWORD PTR DS:[57ES6431,EST game . BEBI3000 3L EEEREELS HRlbRELRIsGEH
3 CHP_ECX, 2 3T@ empty 4. 77462525873557661
3 JE SHORT game.BB36E0FC ST1 empty 0.8
&l aacapEon 0OF ESI, o000 3TZ empty 9.8
4556 7EAE MOl DWARD PTR DS:[SPES6481,EST game . BEHI3000 ET3 empty 0.9
23 SHL EAX, 2 ST4 empty 2.8
c ADD EAX, EDX ntdl LKiFastSustenCal lRet STE empty 9.8
3 A3 4CE67ERS Hoy Dh.IDRD PTR DS: [E7E864C1, ERK STE empty 0.8
3 Fé . aame . BEEI3000 3T7 empty 9.9
3 POGH-EsT 3ame . BEB33000 zz1m E
3 GR30 B4BATERS hob EDT WORD FTR 05: [S7EGAA4) kerne |32 GetModu leHand LeA FST @188 Cond @ @ @ 1 Err @
B FF FCIl G27F Frec NEAR,53 Hask
366 6:8138 4D5A EHE WDRD_FTR DS [E021, Ep4D

Te IF JHZ SHORT game, BESE

SB48 3C MOU ECH, DWORD FTR DS [EF!X+SC] game. B581 1634

BaC: AOD ECK, EAX

5139 SE4500068 CHF DWORD FTR DS:[ECKI, 4558

75 JMZ_SHORT aame.BASEEES?

BFET41 18 MOVZX ERE, WORD FTR DS: [ECK+18]

30 BBE18080 CHP_ER, 15E

74 1F JE SHORT aame.BBSSEE4F

30 BEE2E080 CHF_ERX, Z8E
E SHORT aame. @098

Ed4 LI OWORD PTR S5: [EBP iC1,ESI game . BEE220EE b

7 JHMP SHORT game.BEISEESS

24086888 BE CHP DWORD FTR OS: [ECH+841,8E

2 JEE ggqﬁlngame.88966E3? £

Commancl j |

|Attached process paused at ntdl. DbgBreakPaint | | Pauszed

rigrariprigng
fuil fuil

Like you can see we are AT OEP :)

Again we must Press alt+M and change .securom section axx rights to full so right click on it and do Set Access/Full Access
Now it's time to dump memory regions | know it's a lot of memory but I'm too lazy to code proper memory manager.
As you can see our memory starts at 0x6130000
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Address ‘Size !Duner Section |Contains Type|Access |Initial|Mapped as ~
BE1130606E | ABE01BEE Priv|RW  Gual B
BE114008) A01 1CAAE stack of ma| Priv|EW  GualRW
Hap R
56 1 gane FE header Imag| R RWE
48 SEF game tent code Imag|R RUWE
S 85 1 gane rdata code Imag| R RWE
A1 40CT Same .data code, data Imag| R RIE
7ES! gane idata oo Imag|R RUWE
TEE game SrErC code, resourt Imag| R RIE
7EE! gane ars mag| R RUWE
D43 gane 5t SFR Imaa| R RIE
D51 D! gane artemn Imag|R RUWE
820 ane celare Imag|R RUWE
F EELE . SECUTon| iMports Imag| R RIWE
5121 Priv R Rl
Friu| Rl Rl
=p | Rl Rl
18 ap | R R ~DevicevHarddiskUolume2 WINsF syustemS2 unicode.nls
=il S0 ap | R R sDevice~HarddizskUolume2 WINKP~sustem32~locale.nls
SE 41 ap R R ~Device~HarddiskMolume2 WINsP~system32~sortkey.nls
A ap | R R sDevice~HarddizskUolume2 WINKP~system32~sorttbls.nls
41 41 ap | R R
zp R E RE
S5 ap R E RE
1= 2 ap (R R
1 Priv| R Rl
C ap (R E R E
1 Priv| R {1}
3 Friv| Rl Rl
507 ap | R R ~Device~HarddizskUo lume2 WINKP sy stem32wctupe.nls
1 Priv| Rl Rl
AE Priv| R Rl
A Priv| Rl Rl
A ap | R
A Priv| R Rl
R ap (R
A Priv| R Rl
5A C Friu| Rl Rl
AR 1 Priv| R Rl
HE! 1 Priv| Rl Rl
AC 62 Map |R
ADN DE! Priv| RUE Rl
EL! Friu| Rl {I]
EDI Priv| BW Rl
LEEB Priu| Rl Rl
EEFE Priv| BW Rl
5CE Priu| Rl Rl
Cl Priv| BW Rl
L2l Priv|RW Rl
2 Priv| BW Rl
C Priv| Rl Rl
ELEN Priv| BW Rl
ECEN Priv| BW Rl
L7l Priw| Rl Rl
Ca Priv| BW Rl
ol Friu| Rl Rl
CAl Priv| BW Rl
5CE Priv| Rl Rl
ECC! Priv| BW Rl
ECON Priv| Rl Rl
ECER Priv| BW Rl
ECFE Priv| BW Rl
Dl Priw| Rl Rl
D01 P R Rl
el Friu| Rl Rl
Dz Priv| BW Rl
5041 Priv| Rl L
M) Peinl RIIF RhIF
Commanc| j
|Attached process paused at ntdll. DbaBreakPoint [ | Paused

And ends at 94CF000+1000 so its 94D0000 (last region that doesn’t show Any file name, here last before d3dx9_30.dll).
Let put those into oepfind to Fields that are now not grayed out.

% Oep Finder V1.60 by Human/MiNT

For Ainia with Lowe

File: game. exe
Command: | /Sonydade /05f0512d /05M0512d /22079261 /1 (g% )
'-'SElnt3 t - 004071000 - OOSEECZT -
] Kill Low Alloc rdata - D0SCO000 - DODEOSFD - R [ Detach |
[¥] Hock Wituakdlloe | .data - D0A21000 - D4DCEIE0 - B/

Hook YirtualPratect | idata - O57ES000 - A0002374, - R/
[ Hook VitualBratect 22 =0 0000FDC - R

[V GetTickCount +1 5™  GR7EEQ00 - OSEA4ED - Riwi
4l o | CreateThread et 05D49000-00007170-RX

Allowed
[] Use Custom Bange Size: 10
temary Start; E130000| End: 3400000

Press dump and in your dir you'll find a file named DUMP_06130000-094D0000 of 54mb, with all the dumped range. Now you
can close oepfind.
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6. Fifth Step: Fixing Anti-dumps

Now we are ready to dump exe, but before that we must do one thing. Another securom protection is left. Securom uses also
EP as antidump. So when ollydump change now EP to OEP we will be screwed.

Securom adds return params from many Apis fo address. So when for example original PID is 200 and dumped program’s PID is
100, we have 200-100+address gets wrong data and end with a page fault. So it always should be 0, when both are same.

Ok, then back to our EP, what to do? Simply move the header somewhere else. Select all from 400140 till 400300 do binary copy
and binary paste it to 4001C0O

Then we change 40 to CO at 40003C to point to a new place.

Now we can dump our exe with unticked rebuild imports.

BIE 4 BIEEAE
QA4 EEE1 68

L #| o AEC As you can see exe is 97Mb, biohazard exe without securom
A¥|| A4 ,=*5EL=*Th

. ; .
A04EPE56 63 73 20 78 72 6F 67 72 61 60 28 63 61 6E BE GF| LS Drodram canno is Just 6Mb, that's how protections hurt customers, not my
Q0400050 74 28 62 65 20 T2 7S 6E 28 69 6E 20 44 4F 53 20|t be run in DOZ
A0460070 60 6F 64 65 ZE BD G0 BA 24 OO OO OO O3 B3 08 80| Mode....5.... ... fault then.
A0466656 10 76 ©3 22 59 17 A0 71 53 17 AD 71 5% 17 AD 71| #ubrydiavesavesa
90400050 48 IF C4 71 5B 17 GO 7L O7 88 A2 71 75 17 AD 71| ¥—al$cai,squica
AB4Go0AG| 07 0 F2 71 G4 17 AD . .a-#sqit.qléeq . . .
AE40PPEE 9 13 CO 71|58 17 AD itSanésait-obigsa Next step will be to fix imports and add our regions.

BE4EEECE) Bl B3 A7 71/ 4F 17 AD =l quFalesq . . .
=g car¥ arieq So let fire up CFF Explorer (I patched mine due | was pissed

Bl S £ with asking should | load more than fucked 20MB, what a
qE$sal.=qlfsq

B axgsar. . aetsd dumb question today, when minimum memory is 2GB).
5]

@ad4EElin BE 1C F2 71 B2 17 AD 7
EE4EEL2E) 52 69 63 68 59 17 AD 71 08 B8 OO B8 @008 @0
BE4 68126
BE4EE 140
BE4EE 156
BE4EE 166
QE4EE17E

Click section headers and right click to do “Add Section (file
data)” to add our dumped regions.

Fix virtual address with start address-imagebase 6130000-
400000=5D30000 and change section rights to EO000020

Ba4EE1Ca
BE4E8E 106
QE4aE 1EQ
Ba4EE1FG
BE4 BEZEE
BE4EE216
B3 EAEZ =0

BE4EEZ T E
BE4AE256
5B dslaky ]
Ba4BEZA0
BE4BEZEE
BE4AE2CH

BA4EE21 6
@4 BEI2E
QA4 AE3ZE
BE4BES40
Ba4aE350
BE4AE35E
Q34 AE2 70

Ba4aE3CH
BE4 88306
Qa4 AE3ED
BE4BESFE
64 BE4EE
Ba4a8410
[s]sRdslak pees]
Badaa430
BE4 88440

Cammand j
Attached process paused at ntdl.DbgBreakFoint




SPECIAL ISSUE FO ETE OWNING PAGE 18

4
H @ Name Yirkual Size Wirtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations ... | Linenumber.., | Characteristics
- 00000445 00000450 00000454 00000455 0000045C 00000460 00000464 00000465 00000464 0000046
= E File: a.exe Evte[5] Dwword Dword Dwword Dwword Dwword Dwiord Word ‘Word Dword
2] Dos Header et O0SBEC21 00001000 O0SBECZ1 00001000 00000000 00000000 oooo 0000 60000020
2| Nt Head:
= 3 Feiiz ::adar’ .rdata 000&E0SF0 005C0000 Q00&0SF0 0050000 00000000 Qo0aoooo aooa 0000 40000040
-2 Optional Header daka MDC6360 | 00621000 4DC6360 00621000 00000000 | 0O0O0O0O 0000 Jisti 0000040
|=] Data Directories [x] .idata 00002374 053EG000 00002374 053E3000 00000000 Qo0aoooo aooa 0000 20000040
1= JFSHC O000ZFDC 053EBO0O 0000ZFDC 0S3EBO0O 00000000 Qooooooo oooo 0ooo 40000040
I t Direck
0 mpor IrEF oy ars 00554460 0S3EE0OD 00554460 0S3EENOD 00000000 Qo0aoooo aooa 0000 EODO00Z0
@ Resource Direckory
&), Address Converter est 00007170 | 05949000 00007170 (05945000 00000000 00000000 0000 Jisti 60000020
*‘:I_, Hex Editor artem O0ZDESFZ 05951000 O0ZDEIFZ 05951000 00000000 Qo0aoooo aooa 0000 EODO0040
‘!‘-;'J Identifier celare 00005365 05CZ0000 00005368 0SCzD0o00 00000000 Q0000000 uluuli) 0000 0000040
A t add
F mpn_r e LSECUram O00F7ESS 0533000 Q00FFEYE 00000000 Qo0aoooa aooa 0000 EODO00Z0
*‘j_, Rebuilder -
3_)_, Resource Editor 1y

Do right click, rebuild image size, header and save exe.

Now fix imports, well we don't need imprec all we need is into the .idata section. Run Winhex with game.exe and press alt+G
now go to 66b000 can you see those addresses?
So copy those till APl names.

Close it and now run Winhex on dump.exe, press alt+G and go to 53E8000, now Cirl+B to paste our IAT, that now as you can
see is not RVA, only 7Cxxxxxx. Save the exe and rebuild from the beginning. After the rebuild we will again paste IAT due from
Olly we will dump exe again with APl addresses changed from RVA to 7Cxxxxxx.

7. Sixth Step: fixing the CRCChecks

Till now we dumped the exe, fixed the IAT and the PE header, and added missing file regions. We can start with fixing rest.

We start with fixing CRCchecks, for this we will use my Securom 7.x CRC Check Fixer.txt script (included in goodies folder of this
distribution).

CRCchecks comes in 2 flavours: memory and register. Memory CRC updates always some address [esp+xx] and later uses it,
other type updates one of registers eax,ebx,ecx etc.

So what this script does?
It searches for patterns of CRCcheck and sets an HW breakpoint, after calculation loop it replaces everything with nops and
paste there just calculated value that will be then hardcoded.
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Address [Hexw dump Disassembly Comment M |Registers (FPLD < <

83EC 18 SUE ESP, 18 — | ERX BB2ZFFEA
HEPEEREE CFP4424 14 99213A0C MO OWORD PTR S5:CESP+141,053A2199 ECH HBZZFFEA
BS7EEBAD Cr4424 18 ZEB3EEEE MOL OWORD PTR S5: LESP+1@81, S2E — | ED: FCIBEEI4 ntdll.KiFastSustemCal IRet
BEFEEALE 294424 BC MOL OWORD PTR SS: EESP+C] ERX EEX FFFDYEEA
BS7EEALD BS EBEEBTEBS MOL ER, a. BSTEEGE ESF BBZZFF44
BEFEEALE Cil4C24 14 18 ROR DNDRD PTR S5: EESP+14] 12 EEF BB2ZFFCE
BS7EEA2S C1FA @@ SAR El Shift constant out of range 1..351 ESI FFFFFFFF
SE;EESES gggg24 (51=] HSH ES?RBNE;E g?EEEgPEEangI ntdll.7Co1E732 EDI PC1E722 ntdll.7Co18728
BETEE@ZC HOP EIF BSFEE@GZ2 a, GCFEEGHZ
BS7EEAZD aivca4 14 AOO DMDRD PTR S55:[ESP+141,EDI ntdll.7FCI1EF3S C @ ES @BB23 32bit BIFFFFFFFF
BEFEEAZ] 23CH B4 AOD El P 1 CS @Ba1E 22bit BIFFFFFFFF
BS7EEASY 66:FF4C24 18 DEC MDRD PTR_S55: LESP+181 H @ 55 8823 32bit BIFFFFFFFF
BEFEERZ9| ~ PE EF JHZ SHORT a.BEFEEE2A 2 @ DS @a22 22bit BIFFFFFFFE
BS7EEASE 28 HOFP S @ FS @a3E 32bit FFFOF@@@0FFF
BEFEEAIC 2684C24 14 B1 OR EYTE PTR S52: [ESP+14]1,1 T @ G @eEa HULL
BSTEEA41 SB4424 13 MOL EF, DWORD PTR S5: CESP+13] oa
o s e e

+

GEVEEG4D|  BFA4ES B8 SHLD ECH, EBF, 8 Shift constant out of range 1..31 3L EERES (M6 D GGG
BSTEEAS] =] PUSH ER:= ST empty —UNDRH Di0S Blasalad BAREaEEE
BEFEERSZ 16 PUSH 55 STl empty @.8
BSTEEASS ir FPOF 55 Modification of segment register STZ empty @.8
BEFEEBASS arnz WCHG EDR, EDR ntdll.KiFastSustemCal IRet ST2 empty @.8
BSTEEASG aC PUSHFD S5T4 empty @, IICAIITLABBEEABEAEN
BEFEEBRST SBE424 MOLEAX, DWORD PTR 25: [CESF] ntdll.7PCo1E722 STE empty @, 9IVGEIITIII9994 2061
BSTEEASH BFR40H @@ SHLD EDX EE=, 8 Shift constant out of range 1..31 STE empty 1. BABEEEABEAEAEABEAEE
BEFEEBSE SBE4 @1 0 AH ST7 empty 1. BEEEEAEEABEREHEEBEREE
BSTEE@AG] BFACOD @8 SHRD EBP EEX Shift constant out of range 1..31 3z218@ ESFUDEZDTI
HEFEEHEE |~ 74 BHE JE SHORT a. BE?EEBSC FST 4828 Cond 1 BB @ Ercr @@ 1 @8 66868 (EQ
BSTEEBALT B3 BEEFEEEE MOL ECk, FBE FCW 827F  Prec MEAR,53  HMask 111111
BEFEEBSC 23CH ®OR EAX, EAX
HSFEEBGE |~ EB B8 JHF_SHORT =, BSPEEATE
HEFEEETE|~ 74 B2 JE SHORT a.BEFPEEEFS
BSTEEATZ BFAS20 S35E4424 SHLD OWORD PTR 55: CEEP+24448B531,EEX.CL
BEFEEAFD |c g9 AL, 29
BSFEEBRFE|~ FC_24 dL SHORT 2. BSTEERAL
BEFEEATD 12EE SEE BL,CH
BSTEEATF BESE TC248583 AD0 EYTE PTR DS: LEBR+3305247C], CL w
e
ESF=BBZZFF 44
Address |Hew durp # | Address |Value Corment L
GEAZ10aG] A0 B0 B8 = FColavaS| ntdl 1. 7C218732 n
BEAZIBLG) B0 B3 B8 HEHZZFF42| FFFFFFFF
GAAZ1626) 60 B8 53 - TFFD
BEAZ1EZE) B0 B3 B8 FFEE| @@y 2. BEFEEE1S
GAAZ1G46) 60 B8 53 4
BEAZ1BSE B8 B3 B8 FF
BEAZ1BEE B0 B B8 FFE
BEAZ1ETEl B8 B3 88 BEZ2FFEE| BEEEEEEE
BEAZ1BZE B0 B8 68 BEZEFF&4| S@4FEDDOA
BEAZ1B98 68 B3 88 BEZ2FFGE| EEEEEEES
BEAZ1BAB| B8 B8 B8 BEHZZFFEC| BE81EEEZ| UMICODE "D:=0:“WINZP systen32™
BEAZ1BER B8 B3 B8 BEZ2FFYE| BEEEEEEE
BEAZ1BCE B0 B8 B8 BEZEFF74| FCOBEEEE|ntdl . PCIEEEEE
BEAZ1B06( B8 B3 B8 BEZ2FFYS| EEEEEEEE
BEAZ1BER| BG B8 B8 BEZEZFF7C| HEEEEEEE
BEAZ1EFA 68 B8 88 5]
GaAZ1166) 60 B8 53 4
BEAZ111G( B8 B3 68 FF 03C) 3. <Modu leEntruFoint »
BaA21126) 60 B8 53
BEAZ1 1260 60 B3 B8 FF2E SECADAI =
GaA21146) 60 B8 53 4| SACAZ44;
AERZ1156| A8 68 G5 bl EEEET] b’
Commanc|
| Madule D:WIMNXPUWINS =S \BE_Microzoft wWindows Common-Controls_E595564144ccf1df_B.0.2600.2982 w-ww_ac3f9c03hcanmct32.dl | | Pauzed

Like you can see 057EE02D ADD DWORD PTR SS:[ESP+14],EDI. This is the place of our fix. (I noficed that, and really don't know
why, odbgscript runs faster when | have some some movie in background, open but stopped).

It takes a lot of fime even on my Intel C2D E4700 (with a movie stopped it runs 4x faster :P). Anyway the homework this script
does is really huge, it has to fix more than 100.000 locations. The works is done intfo a tfemporary memory buffer: CRCchecks
calc CRCs using their own native loops, after this the temp buffer is copied back into sections substituting the CrCCheck just
executed. Minimizing Olly window also speeds up because Windows doesn't redraw all.

A result of the script is shown here:
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Mescage
Hardware BreakPoint 1 at a,B5040626
Hardware BreakPoint 1 at a.@50408C2
0 Hardware BreakPoint 1 at a.@504013A i
Address [Hex dump Dizassembly Hardware BreakPoint 1 at a.B5040520 Registers (FPLI
G5YEE@RZ| 83EC 18 SUE ESP, 12 GE040ZEF | Hardware BreakPoint 1 at a.BS04DZEF raFFEC24
GEPEEEES|  Cp4424 14 99213706 MOU DWORD PTR 5S:L[ESP+141, DE3AS199 HE040422 | Hardware BreakFoint 1 at a.BE040422 E] BED4EZCE =, BEO4E2CE
G57EEAAD|  Cr44z4 18 2EASGR68 HOY DWORD PTR 55:[ESP+19], 32E GED404E1 | Hardware BreakPoint 1 at . BE0404E1 GE040EDS =, BS040EDS
GEFEEGIS|  £94424 GO HOU DWORD PTR S5: [ESP+CI,EAR Harduare BroakPoint 1 at a.PSO4DBEE 5. BECTACEF
SPEEA1S| EBS BEERTESS HOY ERY, 3. BEFEEGEE Hardware ErcakFoint 1 at & Go04DEEE 4
Cl4czd 14 12 ROR DWORD FTR 55:[ESP+141,12 GE040E7E | Hardware BreakFoint 1 at a. BEO40ETE C72GECES
C1FA @8 EAR EOH, 8 GE0407 06| Hardware EreakPoint 1 at a.@S04070E CragECEs
£57C2d B2 AOY OWORD PTR SS: [ESP+21,EDL Hardware EreakFoint 1 at a.@S040VES GED4EIEE a.BE04E1ES
884424 14 4E1£6068 Hgg DWARD PTR S5:[ESP+141, 164E E Harduars BreskPoins 1 at 3.0504DCds BESEEDSE 5. <Hodu LeEn truFol
20 riop Hardware BreakPoint 1 at a.@5040061 C @ ES 0@23 32bit QIFFFFFFFF
GEPEEGSY| 98 HOP Hardware ErcakFoint 1 at a. GS04DO0E F 1 CS 681E S2bit B(FFFFFFFF|
GEFEEEZS| 98 HOP Hardware EreakFoint 1 at a.GED4DESS A @ S5 GE22 22bit B(FFFFFFFF|
BETEEB3E| 90 HoP G504EAFA| Hardware BreakPoint 1 at a.@S04EGFA = 2 1 DS @823 32hit BIFFFFFFFF
H Hop GED4E15A| Hardware BreakPoint 1 at a.BE04E1SA 3 $ @ FS OE3E 32bic FRFOOGAECF
E NoE SRESULT: 72406 ne g o° e
SrEEachl 3 Hap 0 & LastErr ERROR_MOD_MOT_FO)
SPEEGSC|  2E4CE4 14 @1 OF BYTE PTR 551 [ESF+141,1 AL (R S, HELEE RS
SYEER41| SE4424 1g A0V ERY,DWORD PTR 55: CESF+151 ST empty —UNORM DBAS G165616)
STEER4S| SEFCZ4 14 HoY EDI,OWORD PTR SS5:CESP+141 5T1 empty 8.
CPEEA42| 294424 14 HOY OWORD PTR_SS:[ESP+141, EAX ST2 empty @
E;EESQ? BFR4EZ B& gﬂléﬁ Egﬁ.EBP.B Shift constant out of range 1..31 g$§ EFpLY g -
EmMpty B3
EPEEREZ| 16 PUSH S5 STE empty G.55996A23749599542¢)
odification of seament register empty -
SPEEASS| 17 POP S5 Modif icat i £ i STE 1. BEAEAGREABEAGAAGE
SPEERSY| 9702 HEHE EDX, EDX 5. GED40EDS 5T7 empty 1. DDBEBERERBERGREEE)
STEERSE| 9C FUSHED 2218 E|
r H ETneE . on oi'nd
CYEEAST| SE@424 MOU_ERX,DWORD PTR SS:[ESP] k 132, FLELEFD7 FST 4628 Cond 1 @ @ @ Err 6)
SPEEASA|  BFA40A @@ SHLD EDH,EBR, 8 Shift constant out of range 1..31 FEW 827F Prec MEAR,53 Mask
CPEEGSE| SBE4 61 AND_AH, 1
SPEERSL|  BFACOO & SHRD EBF,EEY,8 Shift constant out of range 1..31
SPEERES |+ JE SHORT a.BS7EEREC
SPEERET| B9 BEGTGEEE A0 ECH, FEE
STEEBEC|  33CE KOR EAX, ERY
CPEEREE [+ EE B8 JHP SHORT 2.BS7EEGTE
STEETE|~ 74 B2 E SHORT a.BSrEEET4
SPEEETZ| BFASSD SESEd4424 SHLD OWORD PTR S8z [EBF+24448B581, EBX, CL 5. BECTACEF
EPEERTS| BC £5 R OAL,
STEERTE|v 7C 24 JL SHORT a.BSVEEBAL
SPEEGTD| 1SEE SBE BL, CH
STEEATF| @ESE_FC248953 ADD EYTE_PTR DS: [EEX+E298247C], CL
CPEEASE|  C41490 9@FE1ES1 LES ED¥,FWORD PTR DS:[EBX#4+21157E98] Modif ication of seament register
STEEQSC| 84 24 ADD AL, 2
SPEEBSE|  13CA ADC ECX,EDX 5. BE04DEDS v
LCPEERQG ] ., E_ 29 1 HOBT GCPEEQCE
= 1 i T i 1
Commanc| j
| Hardware BreakPoint 1 at 2 0504184 | | Pauzed

Like you can see in above figure, ESP+14 updates always fo 164E, and log shows script fook 724983ms so 12 minutes :P

Don't alter script, it will not be faster, | already optimized it to max. Even direct write of opcodes as bytes is faster than
assembling new instruction. CRCcheck pattern is in 2 sections, so both those are In scripf.

8. Seventh Step: taking care of antidumps

Now ifs time to take care of antidump APIs. In this version securom uses the following:

=  GetCurrentProcessld: every process gefs PID but to make it work, dump needs to return PID as original process

=  GetVersion: every windows have own version, so to make it work on vista but dumped on xp we need to return xp
version

=  CPUID: every CPU have own ID returned in eax & edx, so to make it work on other CPUs it has fo return the ID stored in
the dump, ours then.

= ResetEvent: every securom exe creates event or events, dump doesn’'t have them so we need to return 1

=  GetComputerNameA: every pc has a name, so other pc must match what we store into the dump

= GetUserNameA: every user logged has a name, other user logged and it crashes, so same applies here

= RtlGetLastWin32Error: here again we need to return 1, in case there are errors we tell there aren’t any

= GetSystemlInfo: every pc has own 20 bytes System info table returned, again it must match our

Knowing all this we can start patching securom. For this we need a place, | choose 9BFFO0. And that's how it will look:

009BFF00 B8 88030000 MOV EAX, 388

009BFF05 034424 04 ADD EAX,DWORD PTR SS: [ESP+4] ; ntdll.7C910738
009BFF09 C2 0400 RETN 4

009BFFOC B8 0501280A MOV EAX,0A280105

009BFF11 2B4424 04 SUB EAX,DWORD PTR SS:[ESP+4] ; ntdll.7C910738
009BFF15 C2 0400 RETN 4

009BFF18 B8 D6060000 MOV EAX, 6D6

009BFF1D 334424 04 XOR EAX,DWORD PTR SS:[ESP+4] ; ntdll.7C910738
009BFF21 C2 0400 RETN 4

009BFF24 Al 88BAD705 MOV EAX,DWORD PTR DS: [5D7BA88]

009BFF29 C2 0400 RETN 4

009BFF2C 8B4424 04 MOV EAX,DWORD PTR SS:[ESP+4] ; ntdll.7C910738
009BFF30 8BOD 98BAD705 MOV ECX,DWORD PTR DS:[5D7BA98]

009BFF36 03C1 ADD EAX, ECX

009BFF38 35 A416827C XOR EAX, 7C8216A4

009BFF3D C2 0400 RETN 4
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009BFF40 Al F4BAD705 MOV EAX,DWORD PTR DS: [5D7BAF4]
009BFF45 8BOD 04BBD705 MOV ECX,DWORD PTR DS:[5D7BB04]
009BFF4B 03C1 ADD EAX,ECX
009BFF4D 0305 ECBAD705 ADD EAX,DWORD PTR DS:[5D7BAEC]
009BFF53 C2 0400 RETN 4
009BFF56 B8 EOF7CB85 MOV EAX, 85CBF7EO
009BFF5B Cc2 0400 RETN 4
009BFF5E E8 00000000 CALL b.009BFF63
009BFF63 5E POP ESI ; kernel32.7C816FD7
009BFF64 83C6 19 ADD ESI,19
009BFF67 57 PUSH EDI ; ntdll.7C910738
009BFF68 8B7C24 08 MOV EDI,DWORD PTR SS:[ESP+8]
009BFF6C B9 24000000 MOV ECX, 24
009BFF71 F3:A4 REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI]
009BFF73 BE 10000000 MOV ESTI, 10
009BFF78 5F POP EDI ; kernel32.7C816FD7
009BFF79 C2 0400 RETN 4

Here you have binary copy of the patch you can paste in binary format:

B8 74 05 00 00 03 44 24 04 C2 04 00 B8 05 01 28 OA 2B 44 24 04 C2 04 00 B8 D6 06 00 00 33 44 24
04 C2 04 00 A1l 88 BA D7 05 C2 04 00 8B 44 24 04 8B 0D 98 BA D7 05 03 C1 35 A4 16 82 7C C2 04 00
Al F4 BA D7 05 8B 0D 04 BB D7 05 03 C1 03 05 EC BA D7 05 C2 04 00 B8 CF F7 4B 87 C2 04 00 E8 00
00 00 00 5E 83 C6 19 57 8B 7C 24 08 B9 24 00 00 00 F3 A4 BE 10 00 00 00 5F C2 04 00 00 00 00 00
00 10 00 00 00 00 01 OO0 FF FF FE 7F 03 00 00 00 02 00 00 00 4A 02 00 00 00 00 01 00 06 00 06 OF

Now | will explain why it looks like it. First of all go to address 0x5A61A7B

Address |Hex dump Disaszembly Commen t 4 |Registers (FPLD < <
BEHE1ATH =] FUSH ERX — | ERX HOEEEEEE
SAS1ATE| FF1S 3446ERBE CALL DWORD PTR DS:[SEA4634] b.BEREETER ECH BAZZFFES
CAS1AZ1 S5 EBSTRCAS A“OR ERX, SASEFEE ED FCOBEES4 ntdll.KiFastSystemCal LIRet
CAG1AZE| 3365 3446ERBS H®OR EAX, DWORD FTR DS:[SEA4634] b.BEREETED EEX FFFDZAGE!
HE1AZSC|~ EY BZDBDEOE JMP b, BERE1E42 ESF BBZZFFCY
BEAS1ADL Fi k3 EEF BB22FFF@
BERG1ADZ FF1E 224cERGBE CALL DWORD PTR DS:[SEA45321 b. BEREETTE ESI FFFFFFFF
GEficinan|  S9et Soactdes KR R BUBRD Frm 0s: Loendsan b.@sAEE77D E1F ooateban b oHo o
o B o f
GERG LAAZ|v E9 SEOBREE JIP b.B5AG1E43 2P GEEIED BodilzEn IS ADinES
BERS1ARS 1] FUSH ERX C 8 ES 8822 22bit B(FFFFFFFF)
SRS 1AAS FF1E 2C4cERBE CALL DWORD PTR DS:[SEA463C] b. BEREETEA F CZ BBLE Z2bit BIFFFFFFFF)
SHSLAAF| 25 SBSTRGES #OR EAR, SREETSE A S5 BE22 22bit BIFFFFFFFF)
CAE 1AES 2285 2C4cERRS #®OR ERX, OWORD PTR DS:[SER4:3C] b. BEREETEA Z DS @BB22 22bit BIFFFFFFFE)
SASLAEH|~ EP S400000E JMP bl BSAS1E43 g FS B83B 22bit YFFOFEEE(FFF)
SRS 1ABFE 1] FUSH ERX T GE BEE8 MULL
SAG1ACE|  FF1S 4B846ERAS CALL DOWORD FTR DS: [SER464E] b. BSAGESEA o]
SECIACE| 3305 GadceRes K0R ERK: CUGRD-FTR_0s: (SEA4648) b. 05AE6EE0 s el S
, i .
EAG1AD1|~ EB 78 P SHORT b.BSAeiBas EFL B@@1824& (MO.ME,E,BE,HS, FE, GE,LE)
SHG1A0E| 5330 SEeBADVES &8 CMP DWORD FTR DOS:[SO7ERSE],@ S5T@ empty —UMORM DIDS B185E164 BEABEEEE
SRS 1A0A =t ] FUSH ERX ST1 empty @,
SAG1ADE(~ 74 B8 JE SHORT b.ESAG1AES STE empty B.
SRS 1ADD FF1E 244cERBE CALL DWORD PTR DS: [SEA4534] b. BERGETEA ST empty G,
SAG1AES |~ EB B& JMP SHORT b.BSAE1REE £T4 enpty B. 9960
SRS 1AES FF1E 444cERBE CALL DWORD PTR DS:[SEA4544] b. BERGEEEA STE empty @, 4 4250
EAG1AEE| S5 SHEZAGES #“OR EA, CASEEEA STE empty 1.
SRS 1AFE 2285 444cERBS #®OR ERX, DWORD PTR DZS: [EERA4644] b. BERGEEEA ST? empty 1.
CAS1AFE|~ EB 4B JMP SHORT b.BSAE1E432 221 ESPUDZDI
SRS 1AFS 1] FUSH ERX FET 4828 Cond 1 B @ Err BB 1 B0 068 808 [EN
CAG1AFS|  FE1E 4246ERBE CALL DWORD PTR DS:[SER46428]1 b. BEREEIEE FCW B2FF Prec MERR,E2  Mazk 111111
SRS 1AFF S5 BESOACAS AOR ERX, SASE3G0E
CAG1BE4 | 2385 4246EAEE #®OR EAX, DWORD PTR DS: [SER46428]1 b. BEREEIEE
SRS 1BEA| -~ El JMP SHORT b.BERE1E42
CAGIBAC|) 8330 SREADVES B8 CMP DWORD PTR DOS:[EO7EAEE],@
CAS1BLZ 0] FUSH ERX
EAS1EL4|~ 74 B85 JE SHORT b.@SAEIEIE
CRAS1EBLE FF1E 224cERBE CALL DWORD PTR DS: [SEA45321 b. BEREETTE
EA1BIC|v EB 86 JHF SHORT b.BEAE1EZ4 v
D5: [BSEA4654 1=E5AGEFPEE (b, BERGETEE]
Address [Hex dump ASCIT # | Address [Ualue Comment -~
BEAZ 1EEE| B8 B0 B0 B0 G0 C0 08 0D 00 00 B0 G0 B8 D8 00 o, . rLE1eFD7 | RETURN_to kernel32.PCE1EFDY —
HZ 161 FC1A72E | ntd L. 716738
Az 1621 F| FFFFFFFF
HZ 162 TFED20EE
HZ 164 SAS4AGED
HZ 1 EE BEZZFFCE
HZ 1 B! SI270EZE
HZ 187 FFFFFFFF|End of SEH chain
HZ 185 TLE39AAS| SE handler
HZ 165 T Fl kerne 22, FC21EFER
FZ 1A
HZ 1 GE
Az 1AL
HZ 1 @0 D9C| b <Modu leEntruPoint >
H2 1 BE!
HZ 16F
A2 116 OA A
HZ2111
Az2112
BEi1d =
Az115 v
Camrmant j

Madule D:WINXPYWInS S \wBE_Microsaft Windows. Cammon-Controls_6595bE641 4dcefl df_6.0.2600.2982 w-ww_ac3f9c03hvcanmctl32. dll | | Pauzed
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ol r 4
Lets see what's inside CALL DWORD PTR DS:[SEA4634]2
05266760 FF15 7CBAD705 CALL DWORD PTR DS:[5D7BA7C] ; kernel32.GetCurrentProcessId
05A66766 034424 04 ADD EAX,DWORD PTR SS: [ESP+4] ; ntdll.7C910738

05A6676A C2 0400 RETN 4

This code wants our PID, and later adds value pushed on stack to it. That's why we should have here:
MOV EAX, 75C ; 1s my PID of securom process that I dumped

ADD EAX,DWORD PTR SS:[ESP+4]
RETN 4

Now get back out of it. Do you see this2

05A61A7A 50 PUSH EAX

05A61A7B FF15 3446EAQ05 CALL DWORD PTR DS: [5EA4634] ; b.05A66760
05A61A81 35 6067A605 XOR EAX, 5A66760

05A61A86 3305 3446EA05 XOR EAX,DWORD PTR DS: [5EA4634] ; b.05A66760

Tricky bastard, it does a XOR on EAX, with the address of this small code part and then does again a XOR with the address of
small code part that is held in [SEA4634] so we can’t change address for our patch. But hey just change 2nd XOR to same as 1st
one, 2 chained XORs with same value will give us 0 so EAX will not change. Same trick we will do on other below, and under
[5EA4634] we will now put 9BFFO0 for our patch.

One done few more to go.

What have we in 05A61A92 CALL DWORD PTR DS:[5EA4638] ¢

Ohiits:

05A66770 FF15 80BAD705 CALL DWORD PTR DS: [5D7BA80] ; kernel32.GetVersion
05A66776 2B4424 04 SUB EAX,DWORD PTR SS: [ESP+4] ; ntdll.7C910738
05A6677A C2 0400 RETN 4

So replacing it with:

009BFFOC B8 0501280A MOV EAX,0A280105 ; my Xp version
009BFF11 2B4424 04 SUB EAX,DWORD PTR SS: [ESP+4] ; ntdll.7C910738
009BFF15 C2 0400 RETN 4

We will defeat that part too.

Next

05A61ARA9 FF15 3C46EAQ05 CALL DWORD PTR DS:[5EA463C] ; b.05A66780
05266780 8D6424 FC LEA ESP,DWORD PTR SS:[ESP-4]

05A66784 892C24 MOV DWORD PTR SS:[ESP],EBP

05A66787 8BEC MOV EBP,ESP

05A66789 8D6424 FC LEA ESP,DWORD PTR SS:[ESP-4]

05A6678D 890C24 MOV DWORD PTR SS:[ESP],ECX

05A66790 8D6424 FC LEA ESP,DWORD PTR SS:[ESP-4]

05A66794 891C24 MOV DWORD PTR SS:[ESP],EBX

05266797 8BOD 2046EAQ05 MOV ECX,DWORD PTR DS: [5EA4620]

05A6679D 85C9 TEST ECX,ECX

05A6679F 7E 16 JLE SHORT b.05A667B7

05A667A1 Al B4BAD705 MOV EAX,DWORD PTR DS:[5D7BAB4]

05A667A6 3345 08 XOR EAX,DWORD PTR SS:[EBP+8] ; b.<ModuleEntryPoint>
05A667A9 2B0OD 2446EAQ05 SUB ECX,DWORD PTR DS:[5EA4624]

05A667AF 890D 2046EAQ0S5 MOV DWORD PTR DS:[5EA4620],ECX

05A667B5 EB 41 JMP SHORT b.05A667F8

05A667B7 D13D 2446EAQ05 SAR DWORD PTR DS:[5EA4624],1

05A667BD 53 PUSH EBX

05A667BE 51 PUSH ECX

05A667BF 52 PUSH EDX ; ntdll.KiFastSystemCallRet
05A667C0O B8 01000000 MOV EAX,1

05A667C5 0FA2 CPUID

05A667C7 5A POP EDX ; kernel32.7C816FD7
05A667C8 59 POP ECX ; kernel32.7C816FD7
05A667C9 5B POP EBX ; kernel32.7C816FD7

05A667CA 83EO0 DF AND EAX, FFFFFFEDF



05A667CD A3 B4BAD705

05A667D2 3345 08

05A667D5 8945 FC

05A667D8 833D 2446EA05 00
05A667DF 8B45 FC

05A667E2 C705 2046EA05 00000100
05A667EC 75 OA

05A667EE C705 2446EA05 01000000

05A667F8 5B
05A667F9 c9
05A667FA C2 0400

Ohit's the CPUID!I!

And as you can see it does on it:

05A667CA
05A667D2

83E0 DF
3345 08

SPECIAL ISSUE FOR SECUROM 7.30.0014 COMPLETE OWNING

MOV DWORD PTR DS:[5D7BAB4],EAX
XOR EAX,DWORD PTR SS:[EBP+8]
MOV DWORD PTR SS:[EBP-4],EAX
CMP DWORD PTR DS: [5EA4624],0
MOV EAX,DWORD PTR SS: [EBP-4]
MOV DWORD PTR DS:[5EA4620],10000
JNZ SHORT b.05A667F8

MOV DWORD PTR DS:[5EA4624],1
POP EBX

LEAVE

RETN 4

AND EAX, FFFFFFDF
XOR EAX,DWORD PTR SS:[EBP+8]

So proper patch for my CPU, a little optimized, is:

009BFF18 B8 D6060000
009BFF1D 334424 04
009BFF21 C2 0400

MOV EAX, 6D6
XOR EAX,DWORD PTR SS: [ESP+4]
RETN 4

Why not esp+8¢ Why | don't push and pop ebx?2

Next

05A61ACO FF15 4046ER05
05266800 Al 90BAD705
05266805 3B05 2846EA05
05A6680B 7C 2C
05A6680D FF35 88BAD705
05266813 FF15 84BAD705
05A66819 85C0

05A6681B 75 22
05A6681D 2105 90BAD705
05266823 813D 2846EA05 00001000
05A6682D 7D 06
05A6682F D125 2846ERA05
05A66835 33C0

05266837 EB 0B
05A66839 FFO5 90BAD705
05A6683F Al 88BAD705
05A66844 Cc2 0400

And all we need of this is:

009BFF24 Al 88BAD705
009BFF29 C2 0400
Next

05A61AES5 FF15 4446ER05
05A66850 8D6424 FC
05A66854 EB 00

05A66856 893424
05266859 Al 94BAD705
05A6685E 3B05 2C46EAQ05
05A66864 7C 70

05A66866 BE D4BAD705
05A6686B 56

05RA6686C FF15 B8BAD705
05A66872 68 98BAD705
05A66877 68 C4BAD705
05A6687C C705 98BAD705 10000000
05266886 FF15 COBAD705
05A6688C 85C0

05A6688E 75 24

05266890 813D 2C46EA05 00100000
05A6689A 7D 06

CALL DWORD PTR DS: [5EA4640]
MOV EAX,DWORD PTR DS:[5D7BA90]
CMP EAX,DWORD PTR DS: [SEA4628]
JL SHORT b.05A66839

PUSH DWORD PTR DS:[5D7BA88]
CALL DWORD PTR DS:[5D7BA84]
TEST EAX,EAX

JNZ SHORT b.05A6683F

AND DWORD PTR DS:[5D7BA90],EAX
CMP DWORD PTR DS: [5EA4628],100000
JGE SHORT b.05A66835

SHL DWORD PTR DS: [5EA4628],1
XOR EAX,EAX

JMP SHORT b.05A66844

INC DWORD PTR DS:[5D7BA90]

MOV EAX,DWORD PTR DS:[5D7BA88]
RETN 4

MOV EAX,DWORD PTR DS:[5D7BA88]
RETN 4

CALL DWORD PTR DS: [5EA4644]
LEA ESP,DWORD PTR SS:[ESP-4]
JMP SHORT b.05A66856

MOV DWORD PTR SS:[ESP],ESI
MOV EAX,DWORD PTR DS:[5D7BA94]
CMP EAX, DWORD PTR DS:[5EA462C]
JL SHORT b.05A668D6

MOV ESI,b.05D7BAD4

PUSH ESI

CALL DWORD PTR DS: [5D7BABS8]
PUSH b.05D7BA98

PUSH b.05D7BAC4

MOV DWORD PTR DS:[5D7BA98],10
CALL DWORD PTR DS: [5D7BACO]
TEST EAX,EAX

JNZ SHORT b.05A668B4

CMP DWORD PTR DS:[5EA462C],1000
JGE SHORT b.05A668A2

’

; b.<ModuleEntryPoint>

; UNICODE "=D:=D:\"

; kernel32.7C816FD7

; ntdll.7C910738

; b.05A66800

; kernel32.ResetEvent

; b.05A66850

ntdll.RtlEnterCriticalSection
; ASCII "HUMAN"

; kernel32.GetComputerNameA




05A6689C
05A668A2
05A668A9
05A668AA
05A668B0
05A668B2
05A668B4
05A668B5
05A668BB
05A668C2
05A668CC
05A668CE
05A668D4
05A668D6
05A668DC
05A668E0
05A668E6
05A668E8
05A668EE
05A668EF

D125 2C46EAQ05
8325 94BAD705 00
56

FF15 BCBAD705
33C0

EB 3A

56

FF15 BCBAD705
8325 94BAD705 00
813D 2C46EA05 00100000
7D OE

D125 2C46EAQ05

EB 06

FF05 94BAD705
8B4424 08

8B0OD 98BAD705
03C1

3305 COBAD705

5E

C2 0400
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SHL DWORD PTR DS:[5EA462C],1

AND DWORD PTR DS:[5D7BA94],0

PUSH EST

CALL DWORD PTR DS: [5D7BABC] ;
XOR EAX, EAX

JMP SHORT b.05A668EE

PUSH EST

CALL DWORD PTR DS: [5D7BABC] ;
AND DWORD PTR DS:[5D7BA94],0

CMP DWORD PTR DS: [5EA462C], 1000

JGE SHORT b.05A668DC

SHL DWORD PTR DS: [5EA462C],1

JMP SHORT b.05A668DC

INC DWORD PTR DS:[5D7BA94]

MOV EAX,DWORD PTR SS:[ESP+8]

MOV ECX,DWORD PTR DS:[5D7BA98]

ADD EAX,ECX

XOR EAX,DWORD PTR DS:[5D7BACO] ;
POP ESI ;
RETN 4

ntdll.RtlLeaveCriticalSection

ntdll.RtlLeaveCriticalSection

kernel32.GetComputerNameA
kernel32.7C816FD7

And proper patch of this code will be2 Well do you know already?

009BFF2C
009BFF30
009BFF36
009BFF38
009BFF3D

8B4424 04
8B0OD 98BAD705
03C1

35 A416827C
C2 0400

MOV EAX,DWORD PTR SS: [ESP+4] ;
MOV ECX,DWORD PTR DS: [5D7BA98]

ADD EAX,ECX

XOR EAX, 7C8216A4

RETN 4

ntdll.7C910738

Again no esp+8 no need to push pop esi. Well now you wonder why XOR EAX, 7C8216A4

Look closer and you will see it XOR with address of GetComputerNameA, so for me address of this apiis 7C8216A4

Next

05A61AF9

FF15 4846EAQ05

CALL DWORD PTR DS:[5EA4648] ; b.05A66900

Here as you will follow you will see nothing is conditional or memory dependent:

08AF0000
08AF0005
08AF0006
08AF000B
08AF0010

E8 00000000
58
05 AR4EA605
2D AF4EA605
C3

Sowe leave it asitis

Next

05A61B1E
05266910
05A66914
05A66917
05A66919
05A6691D
05266920
05A66924
05266925
05266928
05A6692D
05A66933
05A66935
05A6693A
05A6693B
05A66941
05A66944
05266945
05A6694A
05A66951
05A66957
05266959
05A6695B
05A66961

FF15 4C46EAQ05
8D6424 FC
892C24

8BEC

8D6424 FC
890C24

8D6424 FC

90

893424

Al 68BAD705
3B05 3046EA05
7C 6B

BE FOBBD705
56

FF15 08BCD705
8D45 FC

50

68 ECBAD705
C745 FC 01010000
FF15 6CBAD705
85C0

75 23

2105 68BAD705
813D 3046EA05 00100000

CALL b.08AF0005

POP EAX ;
ADD EAX,b.05A64EAA

SUB EAX,b.05A64EAF

RETN

kernel32.7C816FD7

CALL DWORD PTR DS:[5EA464C] ; b.05A66910
LEA ESP,DWORD PTR SS:[ESP-4]

MOV DWORD PTR SS:[ESP],EBP

MOV EBP,ESP

LEA ESP,DWORD PTR SS:[ESP-4]

MOV DWORD PTR SS:[ESP],ECX

LEA ESP,DWORD PTR SS:[ESP-4]

NOP

MOV DWORD PTR SS:[ESP],ESI

MOV EAX,DWORD PTR DS: [5D7BA68]

CMP EAX,DWORD PTR DS:[5EA4630]

JL SHORT b.05A669A0

MOV ESI,b.05D7BBFO

PUSH ESI

CALL DWORD PTR DS:[5D7BC08] ;
LEA EAX,DWORD PTR SS:[EBP-4]

ntdll.RtlEnterCriticalSection

PUSH EAX

PUSH b.05D7BAEC ; ASCII "Human"

MOV DWORD PTR SS:[EBP-4]1,101

CALL DWORD PTR DS:[5D7BA6C] ; ADVAPI32.GetUserNameA

TEST EAX,EAX

JNZ SHORT b.05A6697E

AND DWORD PTR DS:[5D7BA68],EAX
CMP DWORD PTR DS:[5EA4630],1000



05A6696B
05A6696D
05A66973
05266974
05A6697A
05A6697C
05A6697E
05A6697F
05A66985
05A6698C
05266996
05266998
05A6699E
05A669A0
05A669A6
05A669AB
05A669B1
05A669B3
05A669B9
05A669BA
05A669BB

7D 06

D125 3046EAQ05
56

FF15 0CBCD705
33C0

EB 3B

56

FF15 0CBCD705
8325 68BAD705
813D 3046EA05
7D OE

D125 3046EAQ05
EB 06

FF05 68BAD705
Al F4BAD705
8B0OD 04BBD705
03C1

0305 ECBAD705
5E

Cco9

C2 0400

So proper patch is:

009BFF40
009BFF45
009BFF4B
009BFF4D
009BFF53

Al F4BAD705
8BOD 04BBD705
03C1

0305 ECBAD705
C2 0400

And finally last one is

05A61B32

05A669C0
05A669C6
05A669CB
05A669CD
05A669D2
05A669D7
05A669D9
05A669DB
05A669DD
05A669E0
05A669E2
05A669E5
05A669E7
05A669EA
05A669ED
05A669EE
05A669F1
05A669F4
05A669F7
05A669FA
05A669FC
05A66A00
05A66A04
05A66A06
05A66A08
05A66A0C
05A66A10
05A66A12
05A66A14
05A66A15

FF15 5046EAQ05

8B15 74BAD705
66:813A 4D5A
75 0C

Al 78BAD705
66:8138 4D5A
74 04

33C0

EB 38

8B48 3C

03C8

8B42 3C

03D0

8B42 58

0B42 28

56

0B42 08

8B71 58

0B71 28

0B71 08

03C6

0FB772 42
0FB752 40
03C6

03C2

0FB751 42
0FB749 40
03Cc2

03C1

5E

C2 0400

00
00100000

s
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JGE SHORT b.05A66973

SHL DWORD PTR DS:[5EA4630],1
PUSH EST

CALL DWORD PTR DS: [5D7BCOC]
XOR EAX, EAX

JMP SHORT b.05A669B9

PUSH EST

CALL DWORD PTR DS: [5D7BCOC]
AND DWORD PTR DS:[5D7BA68],0
CMP DWORD PTR DS: [5EA4630],1000
JGE SHORT b.05A669A6

SHL DWORD PTR DS: [5EA4630],1
JMP SHORT b.05A66926

INC DWORD PTR DS:[5D7BA68]
MOV EAX,DWORD PTR DS: [5D7BAF4]
MOV ECX,DWORD PTR DS:[5D7BB04]
ADD EAX,ECX

ADD EAX,DWORD PTR DS:[5D7BAEC]
POP ESI

LEAVE

RETN 4

MOV EAX,DWORD PTR DS: [5D7BAF4]
MOV ECX,DWORD PTR DS:[5D7BB04]
ADD EAX,ECX

ADD EAX,DWORD PTR DS: [5D7BAEC]
RETN 4

CALL DWORD PTR DS:[5EA4650]

MOV EDX,DWORD PTR DS:[5D7BA74]
CMP WORD PTR DS: [EDX],5A4D
JNZ SHORT b.05A669D9

MOV EAX,DWORD PTR DS:[5D7BA78]
CMP WORD PTR DS:[EAX],5A4D

JE SHORT b.05A669DD

XOR EAX,EAX

JMP SHORT b.05A66A15

MOV ECX,DWORD PTR DS: [EAX+3C]
ADD ECX,EAX

MOV EAX,DWORD PTR DS: [EDX+3C]
ADD EDX,EAX

MOV EAX,DWORD PTR DS: [EDX+58]
OR EAX,DWORD PTR DS: [EDX+28]
PUSH ESI

OR EAX,DWORD PTR DS: [EDX+8]
MOV ESI,DWORD PTR DS: [ECX+58]
OR ESI,DWORD PTR DS: [ECX+28]
OR ESI,DWORD PTR DS: [ECX+8]
ADD EAX,ESI

MOVZX ESI,WORD PTR DS: [EDX+42]
MOVZX EDX,WORD PTR DS: [EDX+40]
ADD EAX,ESI

ADD EAX,EDX

MOVZX EDX,WORD PTR DS: [ECX+42]
MOVZX ECX,WORD PTR DS: [ECX+40]
ADD EAX,EDX

ADD EAX,ECX

POP ESI

RETN 4

ntdll.RtlLeaveCriticalSection

ntdll.RtlLeaveCriticalSection

; kernel32.7C816FD7

; b.05A669C0

; ADVAPI32.77DC0000

; ntdll.KiFastSystemCallRet

; ntdll.KiFastSystemCallRet

; kernel32.7C816FD7

What it does? Well calculates CRC of advapi32.dll, with other dll version, language all will be wrong.

So, the proper patch will be just to return the value of EAXX, just before returning. For me it is:

009BFF56
009BFF5B

B8 EOF7CB85
C2 0400

MOV EAX, 85CBF7EQ
RETN 4
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Now final move is update address table of anfidumps to our patches so at 5SEA4634 we will binary paste:

00 FF 9B 00 OC FF 9B 00 18 FF 9B 00 24 FF 9B 00 2C FF 9B 00 00 69 A6 05 40 FF 9B 00 56 FF 9B 00

It's better to not touch addresses and opcodes due securom also uses those as encryption, when it calculates some value in
EAX or other register it likes to do ROL with value of some memory.

For example from

05A61B32

it can do:

FF15 5046EAQ05

ROL EAX, [05A61B34]

CALL DWORD PTR DS:[5EA4650]

so it does ROL EAX, 50 when we change address in that call then encryption is screwed.

It's like a mine field or small CRCs, you must really watch out what you change even with CRCchecks fixed.

Next step is:

05ADC7D5
05ADC7DA
05ADC7DD
05ADCTE3
05ADCT7E9

E8 18440000
8B48 14

69C9 FD430300
81C1 C39E2600
8948 14

And inside 5AEOBF2 we have:

05AEOBF2
05AEOBF3
05AEOBF4
O05AEOBFA
05AE0CO00
05AE0C02
05AE0CO08
05AE0COA
05AE0COC
05AEQCOE
05AE0C13
05AE0C15
05AE0C1A
05AEOC1C
05AEOCLE
05AEOCLF
05AE0C20
05AE0C22
05AE0C23
05AE0C29
05AEQC2F
05AE0C31
05AE0C33
05AE0C3A
05AE0CA41
05AE0CA47
05AE0C4B
05AE0C4D
05AEQCAF
05AEO0C51
05AE0CS56
05AE0C57
05AE0C58
05AEO0CSE
05AE0C60
05AEO0C61
05AE0C62

53

56

FF15 D8990306
FF35 7473F405
8BD8

FF15 2CC3D705
8BFO

85F6

75 49

68 8C000000
6A 01

E8 E7DOFFFF
8BFO

85F6

59

59

74 2D

56

FF35 7473F405
FF15 30C3D705
85C0

74 1C

C746 54 2877F405
C746 14 01000000
FF15 BC9A0306
834E 04 FF
8906

EB 08

6A 10

E8 ODCAFFFF
59

53

FF15 209B0306
8BC6

5E

5B

C3

CALL a.05AEQBF2

MOV ECX,DWORD PTR DS: [EAX+14]
IMUL ECX,ECX,343FD

ADD ECX,269EC3

MOV DWORD PTR DS: [EAX+14],ECX

PUSH EBX

PUSH EST

CALL DWORD PTR DS:[60399D8] ; ntdll.RtlGetLastWin32Error
PUSH DWORD PTR DS:[5F47374]

MOV EBX, EAX

CALL DWORD PTR DS:[5D7C32C] ; kernel32.TlsGetValue
MOV ESI,EAX

TEST ESI,ESI

JNZ SHORT b.05AE0C57

PUSH 8C

PUSH 1

CALL b.05ADDDO1

MOV ESI, EAX

TEST ESI,ESI

POP ECX ; kernel32.7C816FD7
POP ECX ; kernel32.7C816FD7

JE SHORT b.05AEQC4F

PUSH EST

PUSH DWORD PTR DS: [5F47374]

CALL DWORD PTR DS: [5D7C330] ; kernel32.TlsSetValue

TEST EAX,EAX

JE SHORT b.05AEQC4F

MOV DWORD PTR DS:[ESI+54],b.05F47728

MOV DWORD PTR DS:[ESI+14],1

CALL DWORD PTR DS: [6039ABC] ; kernel32.GetCurrentThreadId
OR DWORD PTR DS:[ESI+4],FFFFFFFF

MOV DWORD PTR DS:[ESI],EAX

JMP SHORT b.05AEQ0C57

PUSH 10

CALL b.05ADD663

POP ECX ; kernel32.7C816FD7
PUSH EBX

CALL DWORD PTR DS:[6039B20] ; ntdll.RtlSetLastWin32Error
MOV EAX,ESI

POP ESI ; kernel32.7C816FD7
POP EBX ; kernel32.7C816FD7
RETN

So as | said we must return 1, assemble just there a Mov EAX, 1 and RET and all is fine.
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You can now ask why not change call to 05AEOBF2 into MOV EAX, 1 it's also 5 bytes?e Well, because | bet that E8 from call is used
as ROL in some place. | have already seen that in older securom when | tried to fix E8 call that leads to some winapi to point to
my |AT table jump.

Well its not over yet with RilGetLastWin32Error! Why?2

Lets look af:
05ADC7DA 8B48 14 MOV ECX,DWORD PTR DS:[EAX+14]
05ADC7E9 8948 14 MOV DWORD PTR DS: [EAX+14],ECX

When we return 1 and add 14 then we have 15 (lol I'm so good at math :P, but | still don’'t know how much is 2*2 :P) and when
those two execute then we get page fault :(
So only possible way is to NOP those two and all is fine.

Next step is:

05BB8F15 E8 2CBOCTFF CALL a.05833F46
05BB8F1A 83FE 04 CMP ESI, 4

05BB8F1D 7C 05 JL SHORT a.05BB8F24

And 5833F46 after many instructions leads to:

05833FA6 68 EC55FD05 PUSH b.05FD55EC ; ASCII "GetSystemInfo"
05833FAB 68 1454FDO05 PUSH b.05FD5414 ; ASCII "KERNEL32.dI11"
05833FBO FF15 AO9A0306 CALL DWORD PTR DS:[6039AA0] ; kernel32.GetModuleHandleA
05833FB6 50 PUSH EAX

05833FB7 FF15 5C9A0306 CALL DWORD PTR DS:[6039A5C] ; b.05813282

05833FBD A3 E066D505 MOV DWORD PTR DS:[5D566E0],EAX

05833FC2 EB 05 JMP SHORT b.05833FC9

With GetProcAddress and call so only possible solution is to copy those 20 bytes, paste them at 9BFF7A, change that call to
point into our patch and it looks like it:

009BFF5E E8 00000000 CALL b.009BFF63

009BFF63 5E POP ESI ; kernel32.7C816FD7
009BFF64 83C6 19 ADD ESI, 19

009BFF67 57 PUSH EDI ; ntdll.7C910738
009BFF68 8B7C24 08 MOV EDI,DWORD PTR SS: [ESP+8]

009BFF6C B9 24000000 MOV ECX, 24

009BFF71 F3:A4 REP MOVS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI]

009BFF73 BE 10000000 MOV ESI, 10

009BFF78 5F POP EDI ; kernel32.7C816FD7
009BFF79 C2 0400 RETN 4

And finally again at

05BBD15E FF15 A49A0306 CALL DWORD PTR DS:[6039AA4]

This one can be replaced with

MOV EAX, 75C ;my PID
And we are almost home. When you now run exe it will work, but only on your machine, but goal is to make it run on any other.

Now after we patched all antidump apis run this script: Securom 7.x Jump Bridge & Crypted Code Fixer.txt (included into
goodies folder).
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Address

B@41EEFE
@@41E8F 7
@a41EEFE
@a41E8FD
@@41E8FF
Ba41E1@1
Ba41E183
Ba41E185
Ba41E187
Ba41E108
Ba41E180
Ba41E18F
Ba41E111
Ba41E113
BA41E11E
Ba41E118
Ba41E110
BA41E11F
Ba41E121
Ba41E123
Ba41E125
BA41E1Z7
Ba41E128
BA41E129
Ba41E1Z2A
BA41E12C
Ba41E131
Ba41E132
Ba41E133
Ba41E134
Ba41E135
Ba41E136
Ba41E137
Ba41E138
Ba41E139
Ba41E13A
Ba41E13E
Ba41E13C

Hex dump
— FFZE 1CDCE&HEE

EF
Cg Bsaced
aaga

BA77 C3
65 B5A08a08
aaga

DSz [B5860C1CT=AAREFESE (b, BEBREFES

Disassembly Comment

JHMP DWORD PTR DS: [EE&DCICT b. BEBEFECE — | ERX

OUT D, ERX I-0 command ECX

EMTER &BE,8 ED:

ADD BYTE PTR DS:L[EAX],AL EEX

ADD BYTE PTR DS:L[EAX],AL ESP

ADD BYTE PTR DS:L[EAX],AL EEF

ADD BYTE PTR DS:L[EAX],AL ESI

ADD BYTE PTR DS:L[EAX],AL EDI

ADD EBYTE PTR DS:[EEX],DH EIF

LERVE

ADD ERX.& ca

ADD BYTE PTR DS:L[EAX],AL P 1

ADD BYTE PTR DS:L[EAX],AL A

ADD BYTE PTR DS:L[EAX],AL 21

ADD BYTE PTR DS:[EAX],AL s

ADD BYTE PTR DS:[EDI-271,DH Ta

ADI ke ]

ADD BYTE PTR DS:L[EAX],AL o

ADD BYTE PTR DS:L[EAX],AL EFL

ADD BYTE PTR DS:L[EAX],AL

ADD BYTE PTR DS:[EAX],AL £TE

ADD CL,CH ST1

STD sT2

#CHG ERK,ESI £T2
Unknown command ST4

JMP_FRAR EB:x Illegal use of register STE

TEST ERx,CCCCCCCC ST

IMTS =TV

IMTS

IMTS FST

IMTS FCW

IMTS

IMTS

IMTS

IMTS

IMTS

IMTS

IMTS

IMTS 5

1

# |Begisters (FPL

[EEETEEr]
BEZEFFER
FLOBEEDY
PFFOFGEE
BEZEFFCA
BEZEFFFE
FFFFEEFF
FLo1ETEE

41 BEFE

ES
CS @aie

LastErr
BEE 18246

ntdll.KiFastSystenmCal LRet

ntdll.FCo18v38
b. B84 1BEFE

3Zbit @(FFFFFFFF)
3Zbit @(FFFFFFFF)
3Zbit @(FFFFFFFF)
ZZbit @IFFFFFFFF)
3Zbit FFFOE@E@FFF)
HULL

ERROR_MOD_MOT_FOUNMD [ GEEEHEFE )

(MO, ME, E, BE, M5, FE, GE, LE]

empty —UMORM D108 S1685A184 BOE0E0EE

erpty 8.8

empty
empty
empty
empty
empty
empty

e

2218 E s
4828 Cond 1 @ @ @ Err @ @
@zvF  Frec MEAR,52 HMazk

.a

- PAEEIITEOAREREABERE
- IFVEEIITHIDIII4TEE ]
. BRAREREEEEEEREERERE
. BRAEEREEEEEEREEHERE

Address A | Address |Ualue Comment -
HERZ 1608| B8 —= FC21eFD7 [ RETURH to kernel3Z. FCE21EFD7 -
BEAZ1818| 6@ BEZZFFCE( FCOLE7Y2E | ntdl . FCR1E73IE

BEAZ1826| 6@ BEZZFFCC( FEFFFFFFF

BEAZ1828| Ba BEZZFFOE( FFFDFOEE

BEAZ1848| 0@ BEZZFFD4( SES4ASED

BBEAZ1858| BA BEZZFFOZ( BEZZFFCS

BEAZ 1858| Ba BEZZFFOC( 22142028

BEAZ1878| Ba BEZZFFEE( FFFFFFFF|End of SEH chain

BEAZ1826| Ba BEZZFFE4( FC229AAS|SE handler

BEAZ1898| Ba BEZZFFES( FLCELEFES|kerne |22, 7C21EFER

BBEAZ 18A8| Ba BEZZFFEC| BSEE88088

BBEAZ 18EQ| BA BEZZFFFE( BEEEE0EE

BEAZ18CEH| BA BEZZFFF4 | BEEEE08E

BBEAZ1808| Ba BEZZFFFZ| 8955020 | b.{Modu leEntryPoint

BBEAZ 18EQ| BA BEZZFFFC| BEE8E08E

BBEAZ 18FE| Ba

BEAZ1108| 6@

BEAZ1118| 6@

BEAZ1128| 6@

BEAZ11208| 6@ =i
BEAZ1148| 6@

BEAZ1158) B8 b
Comwmnd

Pragram entry point

| Paused
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What here script does it will set HWBP on write into that DWORD when securom will update it with new address.

That's how it looks now:

Address |Hew dump Disassembly Comment o |Registers (FPU) K3 4
BEBEFEEH 62 G6HVEBEBE PUSH b.B&BEFEEH — | ERX AEEEEEEE

BEEEFESS EZ FEDEFZFF CALL b.BS21EAGEE ECK BB2ZFFEG

BEEETEGH &R DA PUSH -26 ED TCSBEEZ4 ntdll.KiFastSustenCallRet
BEEETEERD BC BE OR AL,& EEX TFFOFGEEE

BEEEFESE L] OF ESF BB2ZFFC4

BEEETEGF &0 IMS DWORD PTR ES; [EDI1, DO I-0 command EEF BBZZFFFE

BEEETETE BEaE ADD EVYTE FTR DS:CEAXI.AL ESI FFFFFFFF

BEEEFETZ vA 50 JPE SHORT b.BSEEFEDL EDI 7C216738 ntdll.7C916722

BEEETET 4 [=lslz] ADD BVTE PTR DS:[ERXI, AL

GEGETETE 30 AZEEEE0E CHP E EIF 8B41BEFE b.@E41E6FE

BEEEFETE ADD BVTE FTR DS:CEAXI, AL C 8 ES BE22 22bit BIFFFFFFFF

BEEEFETD aaag ADD EYTE FTR DS:CEAXI, AL F 1 C5 88lE 32Zbit @(FFFFFFFF

BEEEFETF BE63 9H ADD EYTE PTR DSz E 66] CH A B 55 BE23 32bit BI(FFFFFFFF

BEEEFESE |~ FE BE JLE SHORT b. BEEET £ 1 D% BE2S 22Zbit BLFFFFFFFFE

BEEEFESS [5]:] FUSH ES £ @ FS @83E 32bit FFFOEG@E(FFF)

BEEETESS 63 3C154EE8 PUSH b.B84@163C T B G5 @888 HULL

BEEETESA 62 BE2EZ3EE FUSH b.BEE226ES O&

BSEEFESF aC PUSHFD 0 8 LastErr ERROF_MOD_MOT_FOUMD [ GEEEEETE
BEEEFERD S1leC24 B4 SoDCE188 SUE DWORD PTR SS: [ESP+41, 1DCES

GEGETESS 30 FOFFD EFL @B@l@z4s (MO, ME,E,BE,MS,PE,GE.LE

BEEEFESD c3a STH empty —UMORM D102 G1G856104 GEEEEEEG
BEBETESA 42 ntdll.KiFastSystenCal IRet STl empty GB.0

BEEEFERE|~ EL1 80 LDDPDE SHORT b.BSEEFERA STZ empty 8.8

BEEEFESD (5] PLSH ST2 empty 8.8

BEEEFEIE CA_4F@a RETF 4F Far return 5T4 empty @, 396EISTEOERE0EGAOEE

BEEETEAL Bac1 AOO CL, AL STS empty B, FPIEADIIT499I45661

BEEETEAS IMC ERX STE empty 1. BEAEEEEEHEEDEDEHEHEED

BEEEFEAS HEaE ADD EYTE PTR DS:[CEAXI.AL T 5TF empty 1. BEAEEEEHEEBEEEEHEEE

BEEEFEAE |~ EP_1COBE@E0E JHMP b BSEEFECTY 2214 ESFUDEZDI
BEEETEAE aaaa ADD BYTE FTR DS:CEAX].AL FST 4828 Cond 1 B @ B Err @8 1 88 8688 (EN
BEEEFEAD BEaE ADD EYTE PTR DS:CEAXI.AL FCW @27F Prec MEAR,E2 Mazk 111111
BEEEFEAF 852 BA ADD EYTE FTR DS:[CEAX- 46] CH

BEEETEEE |+~ FE BE E SHORT b. BEEEVECZ

BEEEFEESG 5]

BEEEFERS EZ REDEFZFF CRLL b 85815969

BEEETEEA DRES Illegal use of reaister

BEEETERLD B0 BEZZ1268 DR EHX.183236

BEEEPEC] HEEE ADD EYTE PTR DS:CEBX].CL

GEBEFECS 2908 CHMF BYTE PTR DS:CEAXI.AL hd

BECE rEGR=D. BEHE TESH

Address | Address | Ualue Comment Y
EEHZ 1 BEE = FCELEFO7| RETURN_to kerne |32, FCE16F0F B
BEAZ1B16 BEZZFFCE| FCOLA7a8[ntdll. FCO1EFIE

BEAZ1626 B@2ZFFCC| FFFFFFFF

EERZ 1838 BEZZFFDA| FEFOFBEE

EEAZ 1846 BEZZFFO4| 2EE4ASED

EEAZ1B5E BEZZFFODZ| EE2ZFFCE

EERZ 1856 BEZZFFOC| 22142028

EEAZ1E7E BEZZFFER| FFFFFFFF|End of SEH chain

EEAZ1 826 BEZZFFE4| FCE29AAZ| SE handle;

BERZ1828 BEZZFFES| FCSLleFEd|kernel3z2. ?CSISFEB

GERZ 1 BAE BEZZFFEC| GEEEHEEE

BEAZ 1 BEG BEZZFFFE| EEEEEEED

BEAZ1BCE BEZZFFF4| Q0808086

EERZ 1808 BEZ2FFFS| BE26602C| ba<Modu leEntryPoint »

EEAZ 1 BER BEZZFFFC| BEE0EEEES

EEAZ1BFE

EERZ1 168

BEAZ1116

EEAZ1126

GERZ1138 =
GERZ1148( 68

BEAZ1158 v
Commancl j |

Frogram entry poink | | Pauszed




#

Well after write it looks like it:

Address [Hew dump Dizazzenbly Comment Registers (FPLD < <
B@d4 1EEFE| - FF2E  1COCHEEE JHME OWORD PTR DS:[CE@E0CICT b. BBSEEDFE ERx BESEEDFE b, HESEEDFE

BE4 1BEF S EF OUT D, ERX I/0 command ECH E7YSEEEI4 b, B7ESEEET4

@4 1BEF7 C3_A5@6aa ENTER &@5,8 ED: BSBE0CIC b, BEESOCIC

@4 1EGFE BEEa ADD BYTE PTRE DS:LEAXI, AL EEX E7SSEEER b, B7SEE0EE

Ga41BAF0| | AR ADD EYTE PTR DS:CEAMI, AL EZF BO2ZFF34

BEd 1 BaFF aaeEa ADD BYTE PTR DS:LCEA=], AL EEF 241587SH

Ba41E161 BEEE ADD BYTE PTR DZ:L[EAXI, AL ESI EEEECTIE

i | e 8 S ClF ERiERYES

60416167 5 LEAUE EIF E71ABEAA b. &7 1ABEAR

a4 1B1683 85 BcEEaana AOD ERAX, & C @ ES BE23 32bit BIFFFFFFFF

@@ 1E160 BEE ADD BYTE PTR DS:LEAXI, AL P 1 CS 8E1E 22bit BIFFFFFFFF

e84 1B16F aaea ADD BYTE PTR DS:LEAX], AL A B S5 BE23 32bit BIFFFFFFFF

Ea41E111 BEEE ADD BYTE FTR DS:LEAX], AL ¢ B DS BE2Z 22bit BIFFFFFFFE

ea41E113 BaEa ADD BYTE FTR DS:L[EAXI, AL 5§ @ FS 8636 32Zbit FFFOEG@&(FFF

ead1E115 aavy ADD BYTE PTR DS:[EDI- 3?] OH T @ G5 @888 HILL

@a41E112 85 86838888 AOD EAX, & 0D&

SS:%E%{E BBBB EBB E$¥E E;E BE=EEE§§'Et 0 8 LastErr ERROF_MOD_MOT_FOUND (B08EE8E7E
BE41E121 AE6E AOO EMTE PTR DS: CERMI, AL EFL e@@@az8s (MO, HE,ME.A, M5, PE,GE,G)
Ba41B123 aaEa ADD BYTE PTR DS:[EAXI, AL STE empty —UMORM DIDS S16SA164 BEGEEEEE
BE41E125 HEES BOD CL,CH STL empty @

aa41B127 | FD =10 empty B.8

@4 1B123 L] ACHE ERR, EST ST3 empty

BE41E129 FE Unknown command T4 empty A5 E I TEREEEEEREEAE

aa41E12A JHMP_FAR Illegal use of register STS empty FIEEIIV4IIIII4I60]1

@E41B120 A2 CCCCCCCC TEST EHX CCCCCCCC STE empty 1. AREEAEEEEECEEEREEEE

aad4igizll | CC INTS ST7 empty 1. BBBBBMBBBBBBBBBGBBB

a4 16132 CC IMTS ESFUDOZDTI
BE41E122 CcC INTZ FST 4828 Cond B Err- @8 18686888 (EN
aa4 16134 CC INTS FCW B2¥F  Prec NEHR 53 Maszk 111111
EEd1E135 CC INTS

@ad1E136 cC INTS

a4 1B137 CC INTS

@E41B122 CC IMTZ

ea418132 CC INTS

@Ed 1E12A CC INTS

BE41E12E CcC INTZ

BE41B130 CC IMTS

D5: [BeEe0CIC1=AESEEDFE (b, BASEEDFE)

Address [Hew dump ASCIT 4 | Bddress |Ualue Commen t -
BEFZ 100E| B9 — EE4CI5TE =
BERZ1616| 68 @ . OHZZFFos| HOEEEZSE

BEAZ1626| Ga [T @8Z2FFAC| FCR1Ev3S( ntdll. FOR1ETES

BEAZ 1838 B8 BEz22FFAB( FFFFFFFF

BEAZ 1848 B8 BEZZFFA4| BEZZFFFE

BEAZ1858) 28 BEZZFFAS( BEZZFFEC

BEAZ1EEE| B8 BEZEZFFAC| FFFOFEGEE

BEAZ1E7E| B8 BEZZFFEA| PCYEEESY | ntdll.KiFastSustenlCal IRet

BEAZ 1838 B8 BEZ2FFE4| BEZZFFER

BEAZ 1698 B8 BEZZFFES| BEREEEEE

BEAZ 18RS B8 BEZZFFEC| GoBEFESA| RETURN to b.ESEETESH from b.@SS1SAEE

BEAZ1EEE| B8 BEZEZFFCAl BEBEVEEA| RETURN to b.BEEETEER from b BES1EAEE

BEAZ1ECEH| B8 BEZZFFC4| PC216F0F| RETURN to kernel32. FCEL1EFDT

BEAZ 1808 B8 S| FCP1EFSE| ntdll. FLO1E73S

BEAZ1GER| B8 22FFCC( FFFFFFFE

GEAZ16FE| G6 D& FFFOFGEE

BEAZ1 168 B8 04| SES4ASED

BEAZ1118) @8 FFO2| BEZZFFCES

BEAZ1128| @8 BEZZFFOC| 29142828

BEAZ1126) B8 BEZZFFER| FFFFFFFF| End of SEH chain =
BEAZ1146| Ga BEZZFFE4| FCE39AAS| SE handle:

EEHRZ1156) B8 M\ GeZZFFES| 7PCS16FEA| kerne 32, ?CBISFEB M
Commancl

Hardware BreakPaint 1 at b.071A0044 - EIP points to nest instruction

[ | Paused




’ SPECIAL ISSUE FOR SECUROM 7.30.0014 COMPLETE OWNING

And destination looks like it:

Address |Hex dump Disassembly Comment # |Begisters (FPUI < <
BBESEEDFE 53 PUSH EBEX b.B72EEEEE — | EAX BBSEEDFE b.EBSEEDFE
BASEEDF1 55 PUSH _EBF ECx B7358E8%94 b.A7I50E94
BESEEDFZ SBEC24 @C MOL EEF,DWORD FTR S5: [CESF+C] EDx BEAEOCIC b.BEBEDCIC
BECEEDFE| GB6 FUSH ESI EEX B7S50800 b.ATSCOE00
BESEEDFT &7 FUSH _EDI ESF BEZZFF34
GESEEDF2|  230B HOR EEX,EBX b.B72CE008 EEF 24158FER
BESEEDFA FFE0 ZCFEBEBE DEC DWORD FTR DS:[EEEFEZC] ESI BEEECTZE
Shcecio:  BE dondnane o 201, b, Baganaco L e
BECEEERE WOR ESTLEST EIF @71ABEAA b.87 1ADEAA
BBASEEEAD 55 PUUSH EBF C 8 ES @BE23 32bit B(FFFFFFFF)
BESEEEGE 57 PUSH EDI P 1 C5 BEIE 22bit BI(FFFFFFFF)
BBASEEEAF 63 Z23EESERE FUSH b.BESEEEZS A B 55 @BE23 32bit B(FFFFFFFF)
HESEEEL4 |~ E9 4ER42268 JHMP b. BESFOZEE =12 8 DS @822 22bit BIFFFFFFFF)
BRSEEELD a0 POFFD S @ FS BE3E 32bit FFFOE@EE(FFF)
BESEEELR A7 CHMPS OWORD PTR DS:[CESI], OWORD PTR ES:[EDI] T B GS BEEE HULL
BASEEELE [-1H IMS BYTE PTR ES:[CEDI1, DX I-0 command 0@
Sggggg%g gé?ﬂ - EBEREVTE T e 0 @ LastErr ERROR_MOD_MOT_FOUMD (BEEEEETE
i T+ »
GEEEEEZH| 6D INS DWORD PTR ES:CEDI], DY 140 command (=AL ElEEEES (G002
BASEEEZ1 CR SC13 RETE 135C Far return STE empty —UHORM D10S B18SE184 BEEEEE0E
BESEEE24 D07 HLAT EVTE PTR DS:[AL+EEX] ST1 empty G.8
BASEEEZS SAAZ 74653304 MOY AH.BYTE FTR DS: [CEDK+C48356674] STZ empty 8.
BESEEEZE @285 CA743E82 OR _EYTE PTR S5: [EEP+233574CE1, AL T2 empty O,
BECEEES] Ci || Unknown command ST4 empty 0. 9260037
BESEEESZ g2 FOF ERX b.BBSEEDFE STE empty @, EIET4 I BE0
GECEEES2| 43 INMC EBH b.B72CE008 ST empty 1.
BESEEE S B30T 58 ADD EDI.E2 ST7 empty 1.
GECEEEST|  £1FE 22670060 CHP ESI, 738 1 FUDZDI
BBASEEEZD(~ ¥Z CE JB SHORT b.BESEEEED FST 4828 Cond @ Err 1866668 (EN
BESEEESF| GF FOF EDI FCW 827F Prec HERR,E2  Hask 111111
BBASEEE4E SE POF ESI
BAEEEE41 =] FOF EEP
BBASEEE4Z =] PUSH ER: b.BBSEEDFE
BHSEEE42 1] PUSH ERX b.HBBEEEDFE
BBASEEE44 B3 S6528RZ1 MOL ER, 218RS296
BHSEEE49 54 FUSH ESP
BBSEEE4H L] HOP
BESEEE4E 2305 22EEBEBE #OR EFX,.DWORD PTR DS:[EBASEEZ2E2] w
EBH=H72EEEEE (b.H7EEEEEE]
Address |Hex dump 'RSCII HAddress [Ualue Comment M
BEAZ1EAE| B8 BE BE B8 B8 BE B8 06 BE B0 0B BE| B0 B B8 BE BI4CIEFE T
BEAZIGIG( B0 B3 B8 E6| 06 GE G0 00 OE G0 08 BB B0 B8 B8 B8 BE2ZFF 2 BREEARZ4C
BEAZ1B26( 668 B8 B8 B8 B8 66 B0 06 B8 B0 08 B8R B0 B8 88 88 BEZZFFIC) FCPIAFSS(ntdll.FCR1ATIE
BEAZ1B36( B0 B3 B8 E6| 06 BE G0 00 OE G0 08 BB B0 B8 B8 B8 BE22FFABl FFFFFFFF
BEAZ1B46( B8 B8 B8 B8 08 65 B0 00 B8 B0 08 B8R B0 B8 88 88 BEZ2FFA4( BRZZFFFA
BEAZ1BEE| B0 B3 B8 EE| 06 BE G0 00 OE G0 08 BB B0 B8 B8 B8 BE2ZFFAZ( BEZ2FFEC
BEAZ1066( B8 B8 B8 B8 08 65 B0 00 B8 B0 08 B8 B0 B8 88 88 BEZ2FFAC| FFFOF@EA
BEAZIBVE| B0 B3 B8 E6| 08 BE G0 00 06 B0 08 BB B0 B8 68 8d| . BE2ZFFEAl FCUAEESY | ntdll.KiFastSustenCal IRet
GEAZ1020| 60 G0 G0 05| 05 08 08 G0 60 80 80 00 08 OB 08 0O GAZZFFE4| GB22ZFFEQ
BEAZ1E96 | B0 @@ B8 EE| B8 BE B0 00 06 B0 08 BE B0 B8 B8 @0( . BEZZFFES) @@ 5]y
GEAZ10AG| 60 G0 G0 05| 08 08 0B G0 60 80 80 00 00 OB 08 0O GAZZFFEC| GSAEFECA| RETURM to b.@EBEFEEA from b.BS21CACE
BEAZIGEE| B B B8 EE| 06 BE G0 00 06 B0 G BE B0 B8 B8 86| . BEZZFFCAl BEBEVEEA(RETURM to b.BEBEYEER from b.BES1EREE
GEAZ10CA| 60 G0 G0 05| 08 05 08 G0 60 80 80 00 OO OB 08 0O GAZZFFC4| FC21EFDF|RETURM_to kerne l22.FC21EFDY
BEAZ1E06| B0 @@ B8 EE| B8 BE B0 00 06 B0 G BE B0 B8 B8 86| . BEZZFFCE) FCRIAFSE(ntdll.FCA1ETEE
BAAZIGEG| B0 B8 Q8 80| 00 06 60 G0 08 B0 00 08| 80 G0 68 80| . BE2ZFFCC| FFFFFFFF
BEAZ1BFE| B8 B8 B8 B8 B8 B8 EBE 08 66 B0 08 B8 B0 B8 88 8| . aE22FFO@E( FEFOF@EE
BEAZ1166( B0 B @8 8| DA A7 9¢ 06 0H B0 08 86| B0 B8 B8 8| . BE2ZFFO4| ZSES4AGED
BEAZ1116( 668 B8 B8 B8 B8 66 6O 08 66 B8 08 B8 B0 B8 88 8| . BEZZFFOE) BEZZFFCS
BEAZ1126( 660 B8 B8 EE| 06 BE B0 00 GH B0 08 BE| B0 B8 B8 G| . BEZZFFOC) 29142620
BEAZ1136( 68 B8 B8 B8 B8 BE HBE 08 66 B0 08 B8 B0 B8 88 8| . BE22FFEA| FFFFFFFF(End of SEH chain =
BEAZ1146( 660 B B8 EE| 06 BE B0 00 GE B0 08 86| B0 B8 B8 G| . BE2ZFFE4| PC229AAZ| SE handler
BEAZ1156| B0 B0 B8 EE| B 66 BE 06 B6 B0 B8 88| B0 B8 B8 88 AE22FFES| FCS16FEA| kerne L32. FCE16FER bt
Commancl j |
| Hardware BreakPoint 1 at b.071A0044 - EIP points to next instruction | | Faused

Well at this point we could finish and go to next jump bridge, but as you can see | have in script now HWBP on execute. It's not
needed here, just to make loop universal for crypted code, instead of code splicing or virtualized code by securom it can lead
fo crypted code. That we must execute on our machine to decrypt it, due inside there is crypted CPUID check and will not
uncrypt on other CPU just crash. So let analyze another jump bridge:

004DDD50 - FF25 54E40606 JMP DWORD PTR DS:[606E454] ; b.06073A10



That leads us to:
Address |Hex dump Dizazsembly Comment # |Begisters (FPUI £ £
E2 Z2EZ2E22FF CALL b.BH5295AZE — | ER: BEEEEEEER
BEEFIA1S Ba33 ADD BYTE PTR DS:[EBx1,0OH ECH BEZZFFEA
BEEFIALT Ca41 E1 &A ROL BYTE PTR D ECH-1F]1, &R Shift constant out of ranae 1..31 EDX FCY9BEES4 ntdll.KiFastSustemCal lRet
B5E7P3ALE 2258 2ZA &% ADC BYTE FPTR DS: [ERx+2A1,85 EEX FFFOEGZE
BEEFIALF 513 FUSH ES ESF BEZZFFC4
BEATIAZA 9E WCHE EAH,ESI EEF BE2ZFFFB
BEETIAZ1 27 DAA EZI FFFFFFFF
Sgg;gggg 322569 20 ﬁgﬁ Eglﬁghn FTR DS:[ECR+EEF#2: SDE Modifi i F i ENT TES1B7EE nedl . FEELETES
v H +| *Z+ odif ication o segment register
Ge073ACE| DEEE oA FCAMP OWORD PTR OF: CEAR-76] 2P EEEAERE) BRI
BEEFSAZE BECE ADD EL, AL C @ ES @822 22bit @[ FFFFF1
BEATIAZ0 27 0AR —|F 1 CS o8lE 22bit &i FFFF
BEEFIAZE(~ EB 87 LOOFOMNE SHORT b.BEEVISET H B 5% @822 22bit @[ FFFFF1
BEATIASA c? Unknown command 2 1 DS 8822 22bit &i FFFFF1
BEETIASL 2865 F@ SUE BYTE PTR SS:[EBF-181,.RH S @ FS BB3E 3zbit FFFODEEECFFF)
BEETIASS 432 INC EBX T8 G @@ HULL
BEE73ASS E4 &7 IN AL, &7 I-0 cormmand 0Oa
Sggggagg 3268 A3 EHgHEEg FWORD PTR_DS: [ERX-50] Modifi i f i O Deeiins [ TG AT (GHEER:
[ H = odif ication o segment register
GEGTIASE 2R1E 2R SEE BYTE PTR DS:[EARI, 2A EFL @o80e24& (MHO,HE.E.BE,HS,.PE.GE,LE
B6E7IASE 652 A6 FUSH ES Supert luous prefix ST8 empty —UMORM DBAS 01656184 GEEEEEEE
BEEFIA4E CEEC42 2B LDS EBR,FUWORD PTR DOS: [EDR+ERRX#2-7E] Modification of segment register ST1 empty G.H
BEE7 IR Cg 1CSAEY EMTER SHIC,2 ST2 empty E.8
BEEFPIA42 [=) RETH ST2 empty G.H
BEE7 A4 A2 SCYEF323 TEST ERX,28FSVESC S5T4 empty B.995095FSEE0E0EEEEG0E
BEEFIA4E 6E:F9 g Superf luous prefis STE empty B.9996E93749999943661
BEE73ASE INT3 STE ermpty 1. BEEEECEAEEEEECEEEEEE
BEEFIAS1 27 DRAA ST7 empty 1. EEEEECEAEEEEEEEEEE6E
BEE7P3IASZ(~ E1 9B LOOFOE SHORT b.BS&EF3SEF 3218 ESPUDEZDI
BEEFIASS De Unknown command FST 4828 Cond 1 B B @ Erc B8 1 BB 6B BGE (EQ
BEEF3ASS A3 3FSDBERE MOy OWORD PTR_DS: [ABEESDSF I, EAK FCW B27F Prec MERAR.53 Mask 111111
BEEFIASA arCes HMOL WORD PTR DS:[ESII.ES
BEEF 3RS0 Bl 2F MOV CL, 2F
BEEFIASE 2C 72 SUEB AL, 732
GETIAGE INT3
EETIAG L 1BEE EDCE9364 SEE EDI,DWORD PTR DS:[ESI+&493CEED]
CETSALT a FUSH ES
EETIAGE CEzg LDS EEF,FUCORD FTR DS:LEAX] Modification of segment register
ST SAGH E BBH§E86H CALL 7aiFDCFA (5
5335ASE=b. B5E95A3E
Address [Hen dum 4\|ﬂddress |Ualue Comment ~
HEAZ1HGE| BB BH DB BO|EE B8 DO BH B8 DO BE B0 B8 = FCE1EFD7| RETURM to kernel32. FCELEFDY =
BAZ1G16( 66 B8 80 G0 G0 05 Q5 08 08 G0 60 80 00 =FFC2| FC218722| ntdll.FCo1E72e
BAZ1EZE| B8 BB GO BE @0 B0 B@ GE| 60 B8 BE 6O 08 T FFCC| FFFFFFFF
BAZ1626( 08 08 80 G0 60 0O 05 08 08 G0 60 80 00 G FEFOEGED
BAZ1E4E| B8 BB BE BE @0 B0 BE GE| B0 B8 BE 6O 08 FFO4 4
BAZ1GCE| 68 B8 80 G0 60 0O Q5 08 08 G0 60 80 00 2 FFC2
BAZ1EHGE| BE BB BE BE B0 B0 BE GE| 60 B8 BE 60 08 FFOC SZ2A1AS
2107888 80 G0 G0 00 05 08 08 90 G0 80 80 00 E@| FFFFFFFF|(End of ZEH chain
BAZ1EZE| B8 B8 BE BE @0 B0 BE G0 60 B8 BE 6O 08 FFE4| FCE29AAZ| SE handler
BAZ1E08( 66 08 80 G0 G0 0O Q5 08 08 G0 60 80 00 E2| FC21&FEB| kernel22.FC2LEFED
BAZ1EAE| B8 BB BE BE @0 B0 BE Q0| 60 B8 BE 60 08 FFEC
BAZ1EEQ| B8 80 B0 Q8 98 0 B8 Q8| 80 98 86 60 68 Fi
BEAZ1ECE| B8 BE B8 HE| B8 B8 68 B8 B8 B8 B8 08 88 BEZ2FFF4| BEEBE0EE
BEAZ1G06| B0 BE BE HE| 00 Q8 G0 H0 06 B8 6O 08 GE BEZEFFFE| EE96509C| b. <Modu leEntruPoint
BEAZ1BEE| B8 BE B8 HE| B8 B8 G0 B8 B8 B8 B8 08 88 BEZZFFFC| DEEBE0EE
BEAZ1GFE| B0 BE BE HE| 00 Q8 G0 E0 06 B8 B0 08 GE
BEAZ1166( 68 BA B8 &8 DA A7 95 B@ 8@ B8 B8 88 88
BEAZ1116( 60 BE B8 HE| 00 Q8 G0 E0 0@ B8 B0 08 Q6
BEAZ1126( 68 BE B8 EE| B8 B8 68 B8 B8 B8 B8 28 88
BEAZ1126( B0 BE B8 HE| 00 QE G0 E0 86 B8 B0 08 Q6 =
BEAZ1146( 68 BE BE HE| B8 B8 68 B8 B8 B8 B8 08 88
BEAZ11E6| 60 BE BE HE| 66 B8 G0 B6) 860 B8 B0 08 GE M b
Commancl j|
Module D:SWIMEPYWINS 5 486 Microzoft.\Windows. Common-Controls_E595b64144ccf1df_E.0.2600,2982_=-ww_ac3f3clzheomcti32.dll | | Paused




SPECIAL ISSUE FOR SECUROM 7.30.0014 COMPLETE OWNING

You see that call2 Its call to decrypted code at and after address of that call, so after execute and HWBP on execute on

4DDD50 we get:

Address |Hex dump Disaszenbly Commen t  |Begisters (FPLD < <
EHSE DDDZ0608 FIOL CL,EYTE FTR DSt [ES1+2007 m

BEB/3A1E|  32CH “OF_EAR, ERY ECH BB22FFES

BEETIALS|  B4CO . ECH 7C38EE34 ntdll.KiFastSystenCallRet

DEATEAIA| v BFS4 9562008 @E b. BEATSCES EEX 7FFOERRE

DEGTIAZE| 53 1JSH EBR ESF BBZEFFCa

PEBTIAZ1|  BFBEDY MOWZX EBX, CL EEF BB53FFFE

BEGTIAZ4| 4B DEC EBY ESI FFFFFFFF

Seerine | SRiB oeeraces SEPSEEETDEDSSBE$ESSS [6BEEF7E] St

GEG7ZAZ0| v BFEE B1E2ARGE JNZ_b. BEA7S 2P EERD BoERE

DEEFIAZZ|  FESE CCBDGDEE 40 Teer BUTE PTR DSs [ESI+2CC] oo C B ES BB23 32bit B(FFFFEFFF)

BEGTIASA|  CESE ODBEGBEE 56 MGU BYTE PTR DS: [ESI+200 —|F i €S aolE 32bit @(FFFFFFFF)

DEGTIA4L|v T4 27 JE SHORT b.BEETSREA BB 55 aEzs abit BUFEFFFEFF)

DEAT3A43|  BDBO 34SFOFEE LER ECH, DWORD PTR 05: [60F3734 z 1 D5 oB23 3Zbit @(FFFFFFFF

DEEFZA43|  S1E9 723D0RAS SUE ECH,3078 £ & PoBom b HFoheh rre

BEATIA4F|  FFBD DEC DWGORD PTR D5: [ECH Ta 65 oo HUL

DEGTIASL| - BFS4 9D1ESEFA JE b.BESES D@

gegcisT BELE i ECX.EBX 08 LastErr ERROR_MOD_MOT_FOUND (BO88EETE)

pEbeheE| ) ERS JE GG b ceorames EFL @9@@@246 (NO,NE, E,BE, NS, FE, GE,LE)

BEATIASE 439 EC STA empty -UMORM DBAZ @168561684 DEEEEEEE

DEGTEASF|v 75 B9 o SHDRT b. BEATSAEA ST1 empty B.8

BEETEAGL|  3EDB %0F EEX, EBY STZ empty @.8

DEB7IAES|v EB BS JHF SHDRT b. BER7IAEA 5T2 empry B.8

BEGTIACS| BB B1008608 Fiall E £T4 empty 8. 9968937SH0EBBH0GEE0

DEGTIAEA|  SDBD 67SDOFES LEA ECH Dll.lDRD PTR DS: [68F2067] STE empty ©.9996093749999943601

DEATIATE|  B1E A4ZEQRDE S E STE empty 1.B000ABEEEE0REAGEC00

DEBTIATE| FFB3 T e ST7 emprey 1.6008000000080800200

BEE73A7E| - BFS4 EPDPOCFA e b gang be ESPUDZODI

DEGTIATE| SECE FOW ECR, EBX FST 4828 Cond 1 G 68 Ecr B o B0G8 8 (EW

DEATEASE|  BIED 6 SUB_ECK, A Rl 2238 Fond MR R 111111

BEBTIAZS|v 74 2B JE_SHORT b.BEE7IAES

BEEZIASS| 49 DEC ECH

BEGTIASE|v 75 46 JHZ SHORT b.BEBTSACE

PEGTIASE| 53 PUSH_EBR

BEGTIASS|  SC PUSHFD

DEEFZASA|  B010 EASCAFEE LEA EEX,DWORD PTR DS: [6BFICEA]

DEEFZASE|  S1ER 209E0RA6 SUE EBX,9B28

DEGTIATE|  FFBE DEC_DWORD PTR DS:[EBX] v

ERR=00000000

Address [Hex dump RASCIT # | Address JUalue Comment L

BOAZ1000| B0 DD B DO| 08 D0 08 00| 00 D9 05 60] 08 69 08 80| . = 7CO16F07 | RETURN to kerne 32, 7CEIEFDY —

BEAZ1A16| BB B8 A8 OO BE B8 A8 00 00 G0 B8 Q0 @0 A8 B8 66| . o AEZZFFCE| FC1@7a2|ntdll.FCR1E73E

DOAZ1 626\ A0 D6 BA BE|BR GO BR BO|0R 0O DR A0 OR A0 O 86| . —| BazzFFCc| FFFFFFFF

DEAZ1 036 B0 O BA GO 08 OO B8 0O 6H 0O BE A0 05 A9 R 89| . BOZEFFO6| 7FFDEG@E

DORZ1046| B0 0F BA BE| B8 GO 08 BO| 63 B0 6D A0| 03 A0 OF 8| - BOZZFFD4| BREBEC4R

DOAZ1056| 60 06 68 06|68 OO 08 OO 00 B0 OO 00| O A0 05 8o . BOZZFFDS| @B22FFCE

e e e e e e e A e T T BEZEFFOC| 2923A1AS

DOAZ1E7E| 0O DO BA BE|0R GO 0R 0O 0H 0O DR A0 05 A9 OB 6O . BOZEFFER| FFFFFFFF|End of SEH chain

DOAZ1056| B0 06 BA BE| B8 OO 6R BO| 03 B0 BE 00|03 A0 0F 6| - BOZZFFE4| 70339ARE|SE handler

BOAZ1G96| B0 05 6O BO| B8 5O 0B DO 0D 0O B A0 03 A5 OB 8| . BOZEFFES| PCS1EFER|kerns L32. 7CR1EFED

N e e R e e T e T T BEZEFFEC

DOAZ10EG| AR DO BA BE|BR BE BR BE|OR BE R A0 0R GG R A . BOZEFFFE

DERZ1ECE| BA OE BA GO B8 B0 BR 0O 6H 0O BE A9 05 A9 R 60| . BOZEFFF4

BOAZ1006| B0 0BG BA 5O B8 5O 08 5O 63 GO R A0 03 A0 0B 6| . BEEEFFFS| BE9EEDSC|b. <Modu leEntruPoint>

BOAZ10EG| B 06 65 O6| 68 OO 08 OO G0 B0 OO 00| G5 A0 05 8o . BOZEFFFC

DOAZ1AFG| AR DO BA BE|BR GO BR BE|OR 0O DR A0 OR GG O 8| .

DOAZ11PE|BA 06 BA BE|0A A7 96 BO| 08 0O DO A0 OF A9 OB 8 .

DOAZ1116| B0 BG 6O BE| 60 DR B8 06|03 B0 6D A0| 03 A0 OF 6| -

BOAZ1126|B0 05 6O BO| 68 5O 0F BO| 0D 0O E A0 03 A0 OB 8| .

DOAZ1136| B0 00 B0 B0 09 B9 09 09| 0D 09 DD 09|05 08 0B 04 . =l

DOAZ1146| B0 BE BA BE|BA GO BR BO|OR BE BR A0 08 GG R A .

DERZ1 156 A BE BA BE| 60 50 68 00 60 00 BH 60| 65 A9 G5 60| . b v

Commancl

| Hardware BreakPaint 1 at b.0B073410

| Pauzed

Nice uncrypted code that will stay same after we again dump and run on any other machine, due no more checks there. Run

whole script fo achive that. Again 54890ms (only asm can make it faster)

And now last part to fix is CPUID checks that can be in spliced code.
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Run Securom 7.x Cpuid Fixer.ixt to fix all those (included into the goodies folder of this tutorials original package):

Address [Hex dump Dizazsembly Comment # |Registers (FPUI kS S
BEH3Z5HA B A1BEEEEA MOU ECH, 1 — | ERY BEEEEE0E

BEAZZEAF (Gl @ SHL ECH,2 ECX BEEEESED

BEAZEEEZ DiEZ SHR ECH,1 ED: EFEEFEFF

BEA3Z5E4 aine AOD ECH,EBH EEX BEEZESAE

BEAZZEER 2181 B4ERBAEE ADD OWORD PTR DS:CECK], 4 ESF BEZZFFC4

BEAZZEEC CIEZ B2 SHL EDX, 2 EEF HEZZFFFE

BEAZZEEF aicz AOD EDX, EAH ESI FFFFFFFF

gggg%ggé gg TR EHEHEEEX?E EDI 7C218735 ntdll.7CO1EF3S

BEAZEECT S1F1 7ECOGREE WOR ECH,VE EIF 8@89&509C b.<Modu leEntruPoint

BEAZZSCO aing AOD ECK,EBA C @ ES BE23 32bit @(FFFFFFFF

BEAZZECF SEA1 MOL ERX,OWORD PTR DS:[ECK] F 1 C% B@1E 22bit BIFFFFFFFF

BEAZEE01 SE1424 HMOL EDX,OWORD FTR & ESF] kernel32.FCE16F07 A @ 55 8623 3Zbit @(FFFFFFFF)

BEAZES04 SB12 MOL EDX, OWORD PTR DS: CEDX] 2 1 D5 BE23 32bit BLFFFFFFFE

BEAZZE0E6 291424 MOU OWORD PTR S5:[ESFI,EDX S @ FS BEZE 22bit FFFOFBEE(FFF)

BEAZZE0S =] FUSH ERX T @ G5 86aa HULL

BEA3250A BS @B1aaaa68 MOW ERX, 1 Oa

SEEEEEEE SEHE ts EES?DEBX 0 @ LastErr ERROR_MOD_MOT_FOUMD (BE0EEGTE)
BEAZESER 25 DFFFFFEF AHO ERX, FFFFFFOF EFL @@@@az4s (MO,.ME,E.BE,.MS,PE,GE.LE

BEHAZZEET EB FOF EEX kerne |32, FCE1GFD7 STE empty -UMORM DBAZ B1E856104 GEEOHEEHED
BEAZZEESD 2aCc1 MOU CL, AL ST1 empty 8.8

BEAZZ5EA 034024 94 ROR DWORD PTR S5:[ESP+41,CL STZ empty 8,8

BEHIZSEE 58 POF ER: kernel32.7CE16FD7 STS empty 8.8

BEAZZEEF ale424 ADD OWORD PTR S5:[ESFI1,ERX ST4 empty @, 996E3I27E

BEAZZEFZ B2 FOF EAH kerne 32, 7CS1E6F07 TS empty @, BII7S @

BEHAZZSF3| - FFE@ JHP ERR STE empty 1.

BEAZZEFE BC @B2A37304 MOU ESP, D472A202 ST7 empty 1.

BEAZZEFA =] FOF EEP kernel32.FCE16F07 =1 FUDEZEDTI
BEA3Z5FE 05 &4 AAD 54 FST 4828 Cond 1 B @B Ecr @8 1 88 86868 (EXN
BEAZZEFD EC FOF ESF kernel32.7CE16FD7 FCW @27F  Frec MEAR,E2  HMask 111111
BEAZZSFE gC FOF ESP kernel32.FCE16F07

BER3ZSFF 43 DEC _ERA

BEAZZEEE B0 BEZ1EEL10 OR_EAX, 10662160

BEAZ26EE B1EF ADD OWORD PTR DS:[EDID,ECH

BEAZSZEET @51l CI240008 ADD BYTE FTR DS: [ECH+24C31.AL

BEAIZGE0 BECY ROD

BEAZZEEF [zl=le]e] ADD ERX,OWORD PTR DS: CEAX]

BEAZ251 1 =iz ADD BYTE FTR DS: [ERX1, AL b

EQ! 0& -

Address |Hew dump ASCIT # | Address |Ualue Comment Y
EEHZLEEE| BE HE BE EE) B8 B0 D8 BE| B0 BE B8 BH| 68 BE B0 B = rCE16F0F| RETURH _to kernel32.PC316F07 y
BEA21A16| BE oooo oo BE2ZFFCE| FCY1E738(ntdll. FCO1E7IE

BEAZ1AZE| B8 @EzZFFCC| FFFFFFFF

BEAZ1A3E| BE BEZ2ZFFOE| FFFOCEEE

BEA21A4E | BE BE2ZFFO4| 2BS4ASED

BEAZ1A5E| B8 BE2ZFFOS| @02ZFFCS

BEAZ1AGE | BE BEZZFFOC| S92EGS35

BEAZLETE| BE BEZ2ZFFEE| FFFFFFFF(End of SEH chain

BEAZ1EA2E | BE HE2ZFFE4| FCE229AAS( SE handler

BEAZ1ATE| BE BEZZFFES| FCS16FEB|kerne |32, FCE16FER

BEAZ1ARE | BE BEZZFFEC

BEAZ1EEE | BE BE2ZFFFE| BREEEEEE

BEAZLAcH | BE BEZZFFF4| S0@0a0ag

EEAZ1A0E | BE BE22FFFS| @835603C| b, <Modu LeEntruFoint »

BEA21AER | BE BE2ZFFFC| BRE0EEEE

GEAZ1AFE| B8

BEAZ11688| BE

BEA21116| BE

BEAZ11Z26| B8

BEAZ1136| B8 =
BEAZL14E| BE

BEAZ1156| B3 v
Cummanc|

| [ | Pavized

What script does is to search for CPUID and checks if there is an instruction like "and eax,FFFFFFDF”, just after the CPUID also
there can be EB jump to "and eax,FFFFFFDF”, so we must also handle it. Simplest way to fix it is to replace “and eax,FFFFFFDF”
with a “mov eax,6Dé" that is my CPUID after and’ing. Script gets your CPUID automatically so you don't need to modify it.

9. Conclusions

Finally we are at end and can now dump and again fix IAT with Winhex. It should run now on any pc we like.

Of course you can dump just once at end, but | did this few times due its better for me to write this tut and get pictures of code
so | could paste them here. | hope you enjoyed it and learned something.

Best regards to: all scene competition, all people that make scene alive, ARTeam, exetools, SND and unpack.cn.

Human/MiNT
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SecuROM for the masses by deroko

1. Forewords

SecuROM is a famous protection used by many games nowadays. Funny thing is that it's cracking doesn’t take too much time,
only takes fime when you are doing it for the first fime, after that it goes flowless. There aren’t tutorials about SecuROM in the
public as far as I'm aware. First futorial which deals with SecuROM 7.xx was submitted to ARTeam by AnonymouS author, so |
think we should write more about it, just for fun...

2. Tools and Target

Target that we will be using is Command & Conquer : Tiberium Wars v1.0, so you will need to get that DVD to
follow this tut. Well any SecuROM wiill work as approach is kinda generic.

Tools:
- SoftICE
- Olly only for kewl screenshofs...
- IDA
- Asm/C compiler

Also make sure that you have original DVD as game developers deserve money for their work...

To run this game you will have to copy cnc3game.dat from RetfailExe\1.0 to folder where is located
cnc3.exe and simply type:

cnc3game.dat -win —config CNC3_english_1.0.SkuDef
-win is for windowed mode ©

Of course, you don't have to do this while you are unpacking protection, it is only required when you are
testing your dump, otherwise you will get this message if you run dump without that command line:
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@ << DID YOI REMEMEBER TO BUILD DATAR?? ==
You might have build the wrong LOD [evel!

Zan't open stream dataimapmetadata, manifest

18 addresses:

(unknown (0 cnc3game. dak+36047 Debug: iPrestaticInit+2306
(unknown (0 cnc3game. dak+4244294 Debug;: PostStaticInit+4 205724
funknown){0): cnc3game. dat+4245390 Debug: :PostStaticInit+4206820
(unknown (0 cnc3game, dak+1386156 Debug:: PostStaticInit+1347586
(unknown (0 cnc3game, dak+1377027 Debuns: PostStaticInit+1335457
funknown){0%: cnc3game. dat+41010 Debug: :PostStaticInit+2440
(unknown (0 kernel3z, dil+94199 Registerw aitForInputldle+73

funknown (0% cnc3game. dat+2020366 AptCIH: GetDisplaylistMext+3418795
(01 funknown mod) (unknowr)

(01 funknown mod) (unknown)

(0% {unknown mod) (unknown)

(01 funknown mod) (unknown)

(01 funknown mod) (unknow)

(03 {unknown mod) (unknown)

(unknown (0 cnc3game, dat+14352451 ApbCIH: GetDisplayListhext+S750853
! (0 {unknown mod) (unknown)

| (01 funknown mod) (unknowr)

(unknown {00 cnc3game, dat+3688 (unknown)

Because of the severity of this error the game will now exit,

Similar output you will get when your dumped file is started without proper command line.

3. Few words about SecuROM

SecuROM protection consists of one .exe attached to original .exe. If you trace a little bit trough SecuROM
layer you will see 2nd exe being appended, even standards MSVC initialization routine are held in this upper
layer. If you want you may dump at this layer and analyze securom protection, but that is not very important
for us atm.

SecuROM uses a lot of buffers to make itself anti-dump which are always allocated on different base
addresses which leads us to simple conclusion that some kind of random generator is used to allocate those
buffers.  Also  SecuROM  uses several anfi-dump  fricks such as  GetCurrentProcessld,
OpenEventA/CloseHandle, ResetbEvent, TIsSet/GetValue, entrypoint address, imagesize from PE header
etc... which we can patch of course.

It allocates a lots of buffers to execute its code and when dumped those buffers take ~40mb. Luckily when
compressed they take around TMB or less, as all redirections are allocated at 64K boundary but only 1KB is
commited. This is result of calling VirtualAlloc a lots of times (fry making infinite loop with VirtualAlloc and
watch what happens). Thus 64K-1K is padded with zeros in your dump and giving really really good
compression ratio. Just for comparison, | have dump of 70MB compressed back to 7MB, well, almost like
virgin file © Well I'll also discuss about making this dump smaller : virgin + ~20mb.
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Before we even think to fire up SoftICE with SecuROM protection we have to hide it properly, well, my softice
is hidden it this way:

NtCreateFile

Int1/int3/int41 patched
NtQuerySysteminformation
UnhandledExceptionfFilter

One more way remains to detect SoftICE and that's to query it's service and check if it is active, for this | use
hook of OpenServiceA to eliminate NTICE service opening. This hook code and other stuff used to log
SecuROM execution may be found in hookdll.c. Also SoftiCE activity can be detected with
EnumServicesStatusExA which is used by ActiveMARK but that’'s another story.

4. Dumping SecuROM
There are a few ways to dump SecuROM at the OEP:
- Use method described by anonymous author [see first chapter of this document]
- Find vm_exit, hook it, and wait when it jumps back to 15t section
- Hook commonly used APIs at MSVC oep and watch when those are called from 1sf section
- Just dump .exe, load it in IDA, and apply MSVC signatures, then search for OEP
- Use PAGE_GUARD to find when code section jmp to oep

Well there are several ways as you may see, but it is upto you to find method which fits your needs the best.

OEP in this target is located at: 0x40A1B3

.text:0040A1B3 call ___security init cookie
.text:0040A1BS8 Jjmp ___tmainCRTStartup
.text:00409EF2  tmainCRTStartup:

.text:00409EF2 push 58h

.text:00409EF4 push offset unk B95678
.text:00409EF9 call sub 40A250
.text:00409EFE XOr ebx, ebx

.text:00409F00 mov [ebp-1Ch], ebx
.text:00409F03 mov [ebp-4], ebx
.text:00409F06 lea eax, [ebp-68h]
.text:00409F09 push eax

.text:00409F0A call ds:GetStartupInfoA
.text:00409F10 mov dword ptr [ebp-4], OFFFFFFFEh
.text:00409F17 mov dword ptr [ebp-4], 1
.text:00409F1E mov eax, large fs:18h
.text:00409F24 mov esi, [eax+4]
.text:00409F27 mov edi, offset unk C5DD54

When dumping SecuROM you have to know that it's PE header in memory is actually PE header of a virgin
file (except AddressOfEntryPoint is foobared and used as anti-dump on several places).

As we know this fact we may write dumper for SecuROM and dump virgin file to the disk. You may see
sromd.asm for detailed code (nothing special just read PE header from memory and dump image to disk +
add extra section for SecuROM sections).
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SecuROM uses jmp to execute some stolen procedures which are mixed with SecuROM code. To find such
procedure you won't have to search much, first call in OEP leads us to SecuROM code:

-FF25 ECER3CA] JHMP OWORD PTR D5: [1SCEREC]
cC INTZ

EAGEAZEE

BA4BA257V( CC IMT2
BA4BA252( CC INTZ
BAa4BR259( CC INTZ
Ba4EA25A| CC IMT=
BEa4BAZ5E( CC IMTS
BB4BAZSE| CC INT3

This jmp only first time will take you to SecuROM virtual buffers:

~EB 10 JMP SHORT SF45881F
SF458882) 6E ouTsS Ok, BYTE PTR ES:[EDI]
SF45E882) &F OUTS O, OWORD FTR_ES:LCEDI]
SF45B884 ) 626F 64 BOUMD EEP,GWORD PTR DS:[EDI+64]
SEF4EEEET | ~79 28 JHS SHORT ESF456829
EF45B869) A0 IMS DWORD PTR ES:[EDIT,DOH
SF45B88A| &F OUTS O, OWORD PTR ES:CEDI]
SF45B86E |~ 75 65 JEE SHORT SF458872
SF458880| 2C 28 SUE AL, 26
SF45E88F| S6E ouTs O, BYTE FTRE ES:[EDI]
EF45BE18| 6F OUTS O, OWORD PTR _ES:CEDI]
EF4CEE11) 626F &4 BOUMD EEP,GWORD PTR DS: [EDI+&4]
SEF4EEE14|~7F9 2B JHS SHORT SF456635
EF4EBA1E8) 67:65:F4 73 JE SHORT SF456620
SF4EEE1R| 2868 V& AMD BYTE PTR DZ: [ERR+¥SI1,CH
SF458810|-~72 74 JE SHORT SF4588323
SF45881F| 6@ FUSHAD
SF45E828| 9C FLISHFD
SEF4EEE21) ER BREEEEEE CALL SF450R26
SEF4EEE2E| ER BREEEEEE CALL SF456@6E20
EF4EB62E| Bim1 ADD DWORD PTR DS:[ECH], ERH
SF456620| SA FPOP ED:
SF4EEBZE| FE:FEBR LOCKk DEC BYTE PTR DS:L[EDX]
SF458831)|-~79 38 JHS SHORT SF458863
SF45EE33) SA3A 88 CHP _BYTE PTR DS:[EDR], A
| = =i [l T = [ =i=1} DOCC T DCD.

If you keep traceing frough it you will eventually end up here:

21C3 24BRRAER ADO EB:, 24

HZ2EB2F2E| CYH2 BEAEEEER MOU OWORD PTR DS:LCEER], H
B2EB2F24) 90 FOPFD

H2EB2FIS| &1 FPOPAD

BZCE2F25 65 DOBBAAEE FUZH &

B25E2F2E 65 BEEEEEEE FUSH &

H2S5EZFAE 65 BEEEEEEE FUSH &

BZEEZFAS| 62 BEEEEEEE FUZH &

B2EB2FAR| &2 BEEEEEEEA PUSH &

B2EB2FAF| &2 BEGEEEEE PUSH &

B2EB2FE4 &2 BREGEAEEEA PUSH &

H2EB2FEY &2 BREEAAEEA PUSH &

B2CEZFEBE| 65 DO0BBAAEE FUZH &

B25B2FC3| 65 BEEEEEES FUSH &

B2S5E2FCE 65 BEEEEEEE FUSH &

BZEEZFCO 62 BEEEEEEE FUZH &

B2EB2F02 206424 38 LER ESP,OWORD PTR SS5:[CESP+3281
B2EB2FDE, C2 G466 RETH 4

Now look, it will take you to stolen and mixed procedure here:
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AE44F 255
ABd44F 250
BEd44F 2EE8
AE44F 264
BE44F 26H0
BE44F27E
BE44F 272
BE44F 2732
AE44F 270
ABA44F27F
BEd4F 228
aE44F 221
BE44F 232
BE44F 222
BE44F 22E
AE44F 232
AE44F 236
ABd44F 233
AEd4F 239
AE44F 23C
BE44F 23F
BE44F2A2
BE44F2AS
aE44F ZAC
AB44F 2AF
AB44F ZES
BE44F ZEE
AE44F 2B7
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&2 HIA24800

&4: FF2E BEaaEE6a

SE4424 18

296C24 18

2020 CIFD42@1

21ED0 DC4I88EE

FF40 &@
-@F34 1COEFEB@

SDEC24 18

ZBER

53

1]

&7

FFA0 ECEI4201
~@BF34 97FOE16G

Al 2BESBAEEA

3145 FC

2965 EZ
FF7S F2
2B45 FC

C745 FC FEFFFFF

2945 F

S045 Fa

64: A3 AAEERAREE
C3

[

CC

FUSH cnc3. BE4ERZAD

FUSH DWORD PTR FS:[A]

MO ERX, ONORD PTR 55:CESF+161
MOU ODWORD PTR S5:CESF+1A81,EEF
LEA EEF,DWORD PTR DS:C142F0C2]
SUE EBF, 4200

OEC DWORD PTR 55:[CEEBFP]

JE cnc3. 81430695

LEA EEF,DWORD PTR S5:[ESF+181
SUE ESF,ER=

FUSH EEX

FUSH ESI

FPUSH EDI

DOEC DWORD PTRE DO5:[143B2EC]

JE cnc3.@845FE2E

MO EAX, OWORD PTR OS: CEAES96]
A0R DWORD PTR SS:[EEF-41,ERX
a0R ERX, EEBF

FUSH _ERX

MOV OWORD FTR S5:[CEEF-181,ESF
FPUSH DWORO PTR S5:[EEBP-21

MO ERX, OWORD PTR S5: CEEF-41
MOU ODWORD PTR 55:CEBP-41, -2
MOU DWORD PTR S5:[CEBP-21,ER:
LEA ERX,OWORD PTR ZZ:LEEF-181
HDU OWaRD FTR FS:CA1,ERX

You may see how this procedure is mixed with addresses from .securom section, and some jccs are leading
to that section. If we take one step back and look again at the jmp from which we have started to trace,
we may see that SecuROM wrote to jmp dword pfir[] correct address:

BE4EAZEE

AE48A259) CC

~FF25 ECER2CH]
CC

?HP OWORD PTE DS:C12CEBEC] | cnc3. 8844F 250

Note address in 2nd column, it is same as address of stolen procedure. There are at least 2 reasons why this is

done in such way:

1. Numerous execution of same procedure would slow down game execution
2. Make code anfi-dump as you may not simply dump it without fixing those jmps

Those jmp dword ptr[] can be easily found by using byte search, thus, you will either have to write your own
fool, or use olly scripts to do the job for you. Before we even dump file, we have to fix those jmps, and for
that | use srom_logger.exe and vmtrace.dll.

Srom_logger.exe is very simple search engine which searches for jimp dword pftr[] and checks if they are
leading us to .securom section. If such jmp is found, loader is injected into remote process which will be
responsible for loading vmitrace.dll and calling it's export vmtraceltracer.




Let’s analyze those codes a little bit so you may know how and why I'm doing what:

loader:
call __delta
__delta: pop ebp
sub ebp, offset  delta

x _push ecx, <vmtrace.dll~>
call [ebptloadlibraryal, esp
X_pop

x_push ecx, <tracer~>

call [ebptgetprocaddress], eax, esp
X_pop
push 0OdeadcOdeh
trace addr = $-4
call eax
mov [ebptredirection], eax
call [ebptexitthread], O
loadlibrarya dd ?
getprocaddress ad ?
exitthread dd ?
redirection dd ?
size loader = $-loader

tfracer export from vmtrace.dll is very simple and it's job is to set HWBP on write at address from jmp dword
ptr(]:

tracer proc
arg trace address
pusha
mov eax, trace address
mov global trace address, eax
XOr eax, eax
push offset setdr0
push dword ptr fs:[eax]
mov dword ptr fs:[eax], esp
mov eax, [eax]
pop dword ptr fs:[eax]
add esp, 4
call hook kiuser
mov save esp, esp
mov eax, trace address
jmp [eax]

__baby: call unhook kiuser
mov eax, destination
mov [esp.Pushad eax], eax
popa
leave

retn 4
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Also you may see in vmirace.asm code responsible for hooking KiUserExceptionDispatcher, which will
perform stealth tracing from context of our target.

Now simply execute that address and we are going to nonintrusive fracer:

kiuser hook: mov ecx, [espt4]
mov ebx, [esp]
pusha
cmp dword ptr[ebx], EXCEPTION SINGLE STEP
je ___checkdrx
XOr eax, eax
mov [ecx.context dr6], eax
mov [ecx.context dr0], eax
mov [ecx.context drl], eax
mov destination, eax
mov [ecx.context eip], offset _ baby
mov eax, save_esp
mov [ecx.context esp], eax
Jmp __allgood
__checkdrx: test [ecx.context dr6], 4000h ;single steping...
jnz ___goback
test [ecx.context dr6], 1
jnz __write
test [ecx.context dr6], 2
jz __goback ;drl hit...
XOor eax, eax
mov [ecx.context dr6], eax
mov [ecx.context dr0], eax
mov [ecx.context drl], eax
mov eax, save_esp
mov [ecx.context esp], eax
mov eax, offset  baby
xchg [ecx.context eip], eax
mov destination, eax
Jjmp __allgood
;dr0 hit...
__write: mov esi, ecx
call ReadProcessMemory, -1, global trace address, o
destination, 4, 0
call ReadProcessMemory, -1, destination, o old data, 4, 0
test eax, eax
Jjz __goback
mov eax, destination
mov [esi.context drl], eax
or [esi.context dr7], 4
__allgood: popa
call NtContinue, ecx, 1
nop
nop
___goback: popa

Jjmp old kiuser
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You would probably wonder why | am using ReadProcessMemory to read address from my own process.
Well trick is simple, as | used HWBP on r/w each read from r3 would cause HWBP to generate exception,
even when you are reading from exception handler, now as code is rewritten to use HWBP on write this is
not needed anymore. Also you may see that I'm setting HWBP on execution on final destination. This is done
fo avoid wrong identification of destination when SecuROM writes 2 times to this address. Whenever write
there occurs we take that address and HWBP on execution on that address. When drl is hit (execution
HWBP) we know we have good pointer, and we log if.

Also it will occur that procedures are in virftual memory so we dump that too to the disk which will allow us to
fix them easily. Also srom_logger.asm will produce log file which will look something like this:

redirection at 0x00401023 to 0x013D34C3
redirection at 0x00401098 to 0x013F11F8
redirection at 0x004010C5 to 0x013F66A5
redirection at 0x00401103 to 0x00434D33
redirection at 0x00401141 to 0x0044D2F1
redirection at 0x0040116F to 0x013EA3CF
redirection at 0x004011AD to 0x013F2BBD

There is 2957 those jmps so we need to automate process of fixing. Also regions with procedures are
dumped to the disk for later fixing (again in another tool named sfixer.asm). Note that after you run
srom_logger.asm you will have fixed jmp dword pftr[] in your target in memory so this is the point when you
dump it to the disk with fixed jmps.

Here is an example of one stolen procedure stored somewhere in virtual memory:

seg000:03A5000B push esi
seg000:03A5000C mov esi, [esp+8]
seg000:03A50010 Jjmp short loc 3A5002A

seg000:03A50012
seg000:03A50012 loc 3A50012:

seg000:03A50012 mov ecx, esi
seg000:03A50014 push offset loc 3A50027
seg000:03A50019 push

seg000:03A5001E retn

seg000:03A5001F dd ODF8A7B4Ah
seg000:03A50023 dd OE5BY9FAh

seg000:03A50027

seg000:03A50027 loc 3A50027:

seg000:03A50027 add esi, 10h
seg000:03A5002A

seg000:03A5002A loc 3A5002A:

seg000:03A5002A cmp esi, [esp+0Ch]
seg000:03A5002E jnz short loc 3A50012
seg000:03A50030 pop esi
seg000:03A50031 retn

You can't put it back to its original place as SecuROM uses that space in code section for other anti-dump
fricks.

We are almost close to dumping this target ©
Next thing we should know is where are all virtual buffers that we have to dump and append. For this

purpose | use hookdll.c which can be used with my Ultimate Hooking Engine [1]. Also it is recommended to
use hook of rdfsc to avoid randomness in memory allocation.
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Oki, inject hookdll.dll into target by typing: hook cnc3game.dat, and after a few seconds you will be
greeted with MessageBoxA similar to this one on the picture:

Error

[ mern : Dx0Z640000
high mem ; 0x04E31000
heapl @ Ox01<480000
heapz : 0x02580000

Write down those memory addresses, and press ok. Your target will be in the infinite loop in hook of
GetTickCount. Do not attach Olly yet!ll Run srom_logger.exe and you will get output similar fo this one :

B C:\WINDOWS\system3Z2\CMD.exe - srom_loger.exe

redirection at BxBA4BADCET? BxAf48BBA1
locating BxBA4AEAZS
redirection at BxBA4BEBRZS BxA4B588A5
locating BxBA4BEZ26
redirection at BxBA4BEZ2Z26 BxAf41 CD46
locating BxBH48E2CH
redirection at BxAA4BEZCH BxAl472598
locating BxBH4BEZES
redirection at BxBA4BEZES BxAi44?C48
locating BxBB4BES23
redirection at Bx@A4BES23 BxAl467CA3
locating BxBE4BELY2
redirection at Bx@A4BES T2 BxAf47?682
locating BxBHB4BEG43
redirection at Bx@H4BEGL43 Bx@813E4E43
locating BxBH48EGG4
redirection at BxAA4BEGL4 Bx@A13IE8BB4
locating BxBB48EGYF
redirection at BxAA4BEGLTF BxAA45862F
locating BxBH48EY/E
redirection at BxAA4BET?7E BxAA48B5FE
locating BxBH48EYAF
redirection at BxBA4BETAF Bx@A13E25AF
locating BxBH48ES4E

Oki doki, we have produced OxXXXXXXXX.dmp files and splices.bin + we have fixed jmp dword pfir[] in
protected program. Now you may attach olly, or simply ctrl+d if you are using SoftICE and you will be here:

—EE FE JMP SHORT hookdl L.B21514EC
#21514EE| FF15 88R1158z |CALL DWORD FPTR DS:[Detoured_GetTickCoun
Bz21514F4| SBES MOW ESF, EEF
B21514F5| 5D FOF EEBP
B21514F7| C3 RETH
B21514F2| 55 FUSH EBP
B21514F39| BBEC Mou EBP, ESP
Bz21514FE| 53 FUSH EBX
Az1514FC| 8BS0 AC MOU EEX,OWORD FTR 55: CEEF+C]

What | have done here is to check for return address in GetTickCount, and if it is called from certain location
| put target into infinite loop, this giving me possibility to always break at OEP fast. You should nop out this
imp $ but do NOT run target yet, as you will need to get also TIsValue with index OxF which is used as anfi-
dump at one point. Simply assemble this code:
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B21514EC| &R BF FUSH &F

A21514EE Eg s022EB7H ﬁglﬁL kernel32.TlsGetlalus
Bz21514F4| =A@ HOF

A21514F5) 9A HOF

B21514F&8| S0 FOF EEF

The reason why I'm doing this at this moment is to save you some time, you could easily figure this thing later
on, and then you will have to dump all over again © Not letting you know at this point about this frick would
be mean © Also you have to write down PID of this process!il!

Now, you may see that in PE header there is valid virgin header, so you may dump it like that. | use my
dumper for SecuROM which dumps that pe header from memory and image as it was before packing, and
appends to it other memory occupied by SecuROM.

After running sromd.asm you will have dumped_securom.exe which will look like this:

dumped_szecuromt JFRQ) ———— PE.H03418008@A |Hiew V.26 C(c)SEN
B84806008: G4 S5A 70 B0-03 B8 B0 UB-B4 B8 B8 BU-FF FF 88 00 *
.AB4BAAiA: BB B0 A0 MO-—BOP0 BB B BH—40 BA A0 BE-POP BB BA BA

-H84ABB2H: B8 B0 B0 BB-B0 B8 B0 BP0 B0 B0 BB-B0 B8 B0 86

1 .text BB636C23 HABA1H0A BO637008 HOBO100A cHBUBG2A

-H84AP16A: B8 160 B8 BB-B60 18 B0 P04 B0 B BB-B0 B8 BB 8@ >
1 2 3 4 5 [ 7 8

So far so good. You wrote down addresses displayed in MessageBoxA? If not go all over again.
Now take a closer look at spliced files dumped by srom_logger.exe:

Splices start:

£ 0x037F0000 dmp 4,096
£70x03800000 dmp 4,096
£70x03810000 dmp 4,096

B na _nonaannnnnis A A4 e
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Splices end:

£ 0x04DF0000 dmp 4,096
- 0x04E 00000 dmp  4.096
- 0x04E 10000 dmp 4,096
7 0x04E 20000 dmp 4 (96

By looking af splices we may see that those are allocated on 0x10000 boundary, but there is one small gap
between all those splices located here:

£z 0x045A0000 dmp 4.096
5| 004580000 dmp 4.096
ﬁﬁﬂﬂﬂllﬁ[ﬁl]l]l]l] dmp 4.096
5| 0x045D 0000 dmp 4.096
5| 004960000 dmp 4.096
5| 004970000 dmp 4.096
ﬁgﬂxﬂllﬂﬂﬂﬂﬂﬂ dmp 4.096
== 0x04 990000 dmn 4 095 |

Look closer and you will see that we are missing memory region between 45D0000 and 4960000. So we will
have to dump that region too.

So far we have 2 regions which have to be dumped:

1480000 — 37F0000 and 45D0000 — 4960000, dump them, and use CFF explorer by Daniel Pistelli to add those
regions fo dumped_securom.exe. For me it looks like this:

\, H Mame Wirtual Size Wirkual Address | Raw Size Raw pddress | Reloc Address | Linenum
._#
= ﬁ File: fired.exe Brwke[d] Diword Dword Cvard Dwiord Dwyord Dword

&) Dos Header et 00637000 | 00001000 00637000 00001000 00000000 0000000
=15l Mt Headers

. Fil Header rdata O016E000 | OODE38000 0166000 OOG3E000 0O0OODOD 0000000

-3 Optional Header data OOOBEOOOD | DO7A0000 00069000 DOFAQOO0  0O0OODOD 0000000

|2 DataDirectories [x] | rts.ver 00001000 | OOBSEOO0 00001000 00808000 00000000 0000000

&) Section Headers [] tls 00001000 | DOSSFO0O 00001000  00S0AO00  |00000000  000O00O

g IE:;EE:E g:::ztz:: rstc 00014000 | O0BSOOOD 00014000 0OBOBOOD  0DODOOOD DODO0OD

{55 Resource Directory bla 00806000 | DO0B7A000 00801000 00825000 00000000 0000000

) TLS Directory arteam 03150000 | 01080000 02370000 01026000 00000000 0000000

~ %), Address Converter arteam2 00390000 | 04100000 00390000 03396000 00000000 0000000

iﬁ, Hex Editor

Vﬁ, Identifier

i!iﬂ, Import Adder
‘-ﬁ, Rebuilder

i!iﬂ, Resource Editor
&y, UPX Utility

One more thing left to go over, and that's fo add splices, with sfixer.exe . Before you run sfixer.exe you
should save splices.bin to, for example, splices_save.bin as sfixer.exe will modify this file, and if something
goes wrong you won't have this file, also you should know that sfixer.exe assumes that you are fixing file
“final.exe” so copy updated dumped_securom.exe to “final.exe”. Note also that this step is NOT required,
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you could just dump memory from heapl to highmem from MessageBoxA but your dump would be +
~20mb. In this way, with splices fixing we are reducing dump size + we are making nicer dump.

After running sfixer.asm we may check some of our virfual memory redirections from log_redirection.exe
(produced by srom_logger.asm):

redirection at 0x00410BC1 to OxO3B20001 <--- from log_redirections.txt

JMP OWORD PTR O5:[13CA494] final.B849:R1680

BE418BC1 —EEEE 24A432Ca1

8641 GECT PUSHFD
BE41EECE| AL T4SASCE1 MOU ERX, DWORD PTR DS: [13C2ATY]
BE41@eCO| FYDE HOT ERA
BE4160ECF| 3985 FFC14388 | HOR EAX,OWORD PTR DS:[43CL7F]

BG4 1EE0S | SEEE MOV EAX,DWORD PTR OS: [EAX]

And fixed splice:

B45ER16G| vEE 29 JHP SHORT f inal. B49eB1osn
B425E16H| 2BES MO ERA, OWORD FTR OS:CESI]
B495E160) BFEEDE MOWSH ER,BYTE PTR 0S5: [EAX]
B45EE16F | 5@ FUSH ERX

B45E6E1TE 65 SCH19664 FUSH final.B4968180
B49£@175| FF3S 2286ASG@ | FUSH DWORD FTR DS:[AZ8628]
B495E17E| C3 RETH

B495017C) 2960 SUB CWORD PTR DS:CEDHI, ECH
B42E017E| B4 SF ADO AL, 5F

B495@a1286, ES D22CEAZD CALL AZ2E3EST

B496@155| F@: 1272 ED : Z

B496@159| 37 FFA

a436a15R| vEB_ 26 LOOFOHE SHORT final.B49661AC
B4SEE1EC) S5CE TEST ERAX, EAX

B495E15E| E9 FOP ECH

B43EE15F | 74 @9 JE SHORT final.B496619A
84250191 FFES INC CWORD PTR OS:CESIT
B4250193| 2BES MO ERA, OWORD FTR OS5:CESI]
B496E155 SE3E G0 CHP ENTE FTR DS:LEARI, S
B426E15E| ~75 DB JHE SHORT £ inal.B496816A
B49EA19AH] C3_ RETM_ __ . . . .

I'll also show you two splices which weren't fixed by my tool correctly, and which | have fixed by hand (from

protected game in memory):

BIEEEZE| EF PUSH_EDI
BI9BEEZS| 2045 F2 LEA ERX,DWORO FTFR 55: [EEBF-21
B3EEEIE| & FUSH EFR
B39EBA37| S0SE 420288@@ | LEA ECH,DWORD PTR DS: [ESI+24:8]
B39EEE30| 68 JCEESEES FUSH SSE@EC
B39EEE4E| &8 JCHESEES FUSH S3E@EC
BI9EEE47| 3 RETH
B2OERE4S| BE2D ACDD ENTE PTR OS:[ECHI,CH
From my dump:
B49543E0) EF FUSH EDI
B49543EE| 2045 F2 LEA ERX,OWORD FTR 55:L[CEEBP-21
B49643F1 5@ FUSH_ERAR
B439643F2| S0SE 48@28@G8 |LEA ECH,OWORD PTR DS: [ESI+248]
B49643FE| 65 BrddIcEd FUSH £ inal. 84964467
B42543F0| €5 JCEESEES FUSH £ inal.B23E8640
e s B o e e o

And when fixed by hand it should look like:
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B49543E0
B49543EE
B49643F1
A43643F2
B436432F2
B49:43F0
4954482

Ry

And second splice:

A3F381CE
BIFZE1CFE
B3F28108
BIF2E105
BIF2E10R
BIF2E10B
B3Fz81E8
A3F381ES
A3F381ES

And when fixed:

&V
S045 F2
{=15]

PLUSH EDOI
LEA ER, DWORD FPTR SS5: [EEF-21
FUSH ER=

S03E_48R200606 LER ECx,DOWORD PTR OS:[ESI+2431]

&2 A7449664
62 BF449:504

.

aC
L]
&2 FIOCIEER

FUSH final.B@4364487
PUSH final.B@49:4487
RETH

P VIT T T Y TR YR

FUSHFD
HOF

PUSH S23BOCFS

62 164F9BYE PUSH VESB4F16

54 FUSH ESF

&2 AYSE3CAL FUSH cracked.B13C55A9

ClFS && SHR ERH, &

ES 487EDSFC CALL cracked.BACEF0ZE

=T FUSH EDI
B4957201| 9C FLISHFD
B4957202 9@ HOP
B42672032 &2 FIODCIESE PUSH EZ23EDCTS
B4967208 &8 164F3ETE PUSH F&3E4F 16
B4257200| 54 FUSH ESF
A496720E| &2 ASSE3CH] FUSH final.Bl12CEEAS
A49672E2| CIFS 8@ SHR ERH, 5
B49672ES| E2 45EA3ZFC CALL final.Baca8703d
B4SE7ZER| E7 . PUSH EDI_ 1"

As you may see in this picture, splice is fixed, but before fixing this call was causing crash as whole splice was
rebased to the new address.

Theoretically speaking sfixer.asm can be rewritten to follow execution flow and rebuild those procedures in
better way. We may see 3 patterns used as call:

push
push
ret

push
Jmp

push
push
ret

<ret splice address>

<proc_address>

<ret splice address>

__proc_address

<ret splice address>
dword ptr[API pointer from IAT>

And those are only patterns which are fixed by sfixer.asm, of course, better engine could be written, but, this
is good enough ©

Voila, dumping is done now. All we have to do is fo get rid of anti-dump tricks present in the SecuROM, and
we will have dumped and fixed game ©
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5. Anti-Dump fixing

This is part where your head might start hurting a little bit, so my advice is to grab pen and paper and write
your observation. Well at least that's how | do with all protectors.

First anti-dump that you will see is when you enter into SecuROM vm interpreter. | don’t want to frouble you
mutch so here is address to be hit first:

.b1la:00CBECO0 sub CBECO00 proc near
.b1la:00CBECOO Jmp ds:dword 125D9EC
.b1la:00CBECO0 sub CBECO00 endp

Depending on your dump address to which this jmp is leading could be different, but for me it is at 3320000:

seg000:03320345 mov eax, large fs:18h
seg000:0332034B inc ebp
seg000:0332034C db 3Eh
seg000:0332034C mov eax, [eax+30h]
seg000:03320350 db 3Eh
seg000:03320350 mov eax, [eax+8]
seg000:03320354 db 3Eh
seg000:03320354 mov edx, [eax+3Ch]
seg000:03320358 dec ebp
seg000:0332035A db 3Eh
seg000:0332035A mov edx, [edx+teax+50h]

Here it takes OptionalHeader.SizeOfimage if you dump your target it will have different image size from the
one that SecuROM expects to be there. So you will have to fix it, it is, 87 A000, well simply dump target from
memory with LordPE and you will see correct values.

Ok you need to patch it... simply patch mov edx, [edx+eax+50h] with mod edx, 87A000, and first anti-dump
is defeated. Next anti dump is CPUID trick © which makes dump only CPU specific eg. It won't work on other
CPUs if you don't fix it:

seg000:03320305 mov eax, 1
seg000:0332030A push ebx
seg000:0332030B add ebp, eax
seg000:0332030D cpuid

seg000:0332030F and eax, OFFFFFFDFh

This is relatively simple to fix, what you will do is to search tfrough dumped vm regions for certain byte patern:
mov eax. 1. When you find it, now use Ide to check if cpuid is present in next 5 instructions, if you find jmp __
follow it. When you find cpuid you know what to fix. Use again Ide from cpuid offset to find and eax,
OFFFFFFDFh and patch it with mov eax, value which is returned on your CPU.

This searcn’'n’replace is easy to write, so you may exercise a little bit ©
There are 2 more anti-dumps in VM interpreter. GetCurrentProcessld and OpenEventA/CloseHandle. Trick

here is fo patch GetCurrentProcessld call to return PID of your dump, and OpenEventA/CloseHandle to
return 1 for CloseHandle:
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seg000:028400F1 mov edx,
seg000:028400F3 XOr edx,
seg000:028400F9 call edx
seg000:028400FB and ebp,
seg000:028400FD mov edx,
seg000:028400FF sub edx,
seg000:02840101 btc ebp,
seg000:02840104 pop ecx

So it should look something like this when patched:

[edx]

0CC5C4764nh

<-- GetCurrentProcessId
edx

eax

ecx

eax

| R

BBz
B22406F3| EBZ SCACHEEE
B224PEFS| 90 HOF
B224BEF3| 90 HOF
B224PAFAl 90 HOF
OpenEventA/CloseHandle:
seg000:028600DB mov edx,
seg000:028600DD XOor edx,
seg000:028600E3 call
seg000:028600E8 alla3ee67056205 db

seg000:0286010A
seg000:0286010A sub_ 286010A
seg000:0286010A

proc near

seg000:0286010A btc ebp,
seg000:0286010D push 0

seg000:02860112 mov ebp,
seg000:02860117 push 2

seg000:0286011C call edx
seg000:0286011E inc ebp
seg000:02860120 push eax
seg000:02860121 xadd ebp,
seg000:02860124 mov edx,
seg000:02860127 add edx,
seg000:0286012D xchg ebp,
seg000:0286012F mov edx,
seg000:02860131 Xor edx,
seg000:02860137 XOr ebp,
seg000:0286013D call edx

MOL EDG, DWORD PTR DS: [EDX]
MOW ER=, G020

[edx]
0BA6258DBh

sub 2860104
'01A3EE67056205C94339FAF75B158E1CD", 0

eax
8A9FAD20h

<--- OpenEvent

ebp

[ebx+28h]

14h

ebp

[edx]

OAC86A5ATHh
0C9COEO1Dh

<--- CloseHandle

You should patch this part in a smart way, first you have to patch push 2/call edx with add esp, 8 to
eliminate 2nd and 39 arguments passed to OpenEvent, now you will have to patch push eax (event handle
with nop) and xor edx, 0AC86A5A7h with mov eax,1 and nop call edx (CloseHandle).

Good, good, VM handlers are now anti-dump patched ©
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Let’s proceed to another anti-dump in code of SecuROM:

Hmmm what is what here? Lets start by going

Ist:

This is GetCurrentProcessld check, which you will have to patch with mov eax, dump_pid

2nd:;

BEF2CO40
BEFICO4E
aaFaCchsa
BEFICOS3
BEFICOSS
BEFICOSE
BEFCOSE
BEFICOSE
BEFICO&S
BEFICOEE
BaFICDer
BEFICO72
BEFICOF?
BEFICO7D
BEFICO22
BEFICO22
BEFICO23
BEFICOZE
aaFaCchad
BEFICO26
BEFICOA7
BEFICO30
BEFICOA2
BEFICOAS
BEF2COAR
BEFICOAE
BaF2COE]L
BEFCOEG
BEFICOEC
BEFICOEE
BEFICOBE
BEFICOCE
BEFICOCA
BEF2CO0A
aaFaconz
BEF2CO03
BEF3CO02
BEFICO0E
BEFICOES
BEFICOES
BEFICOETR
BEFICOED
aaFaCoF2
BEFICOFS
BEFICOFA
BEFICOFE
BEFICEAL
BEFICEAL
BEFICEAC
BEFICEAF

2oFoCE 1o

SE45 82

C1EZ 84
S3E1 @7

By
~@FEY AZEREEER
FF2420 11CEF28&

=]

FF1S BSFDZEBL

35 B8s7FREA

3385 BSFDZER1
+E9 ZA8EEREE

=]

FF1& BCEDZER1

35 1867FFREE

3285 BCFDZER1
~EE V&

=]

FF15 CAFDZEA1

35 ZAETFHEA

23685 CAFDZ2ER1L
VEB &2

5]

FF15 C4FDZER1

35 EAEVFREA

3385 C4FDZER1
+EB 4E

=]

FF15 CEFD2EA1L

25 VALFFHER

3265 CAFDZEB1
~EB 2A

1)

FF15 CCFOZEA1

35 DA&7FREA

3385 CCFDZEB1
VEB 26

5]

FF15 DAFDZER1

35 EBEFFAEE

3385 DBFDZES]
vEB 1z

5]

FF15 D4FDZEA1
25 EAC2FREA
2265 D4FDZ2ER1
3345 ac

=]

[

PUSH EEP

Mou EBP,.ESP

MOU ERX, OWORDT FTR SS5: [EEF+2]
roy EEH.EHH

SHRE ECK, 4

AND ECK, 7

CHP ECH, 7

JA final.BEFICEGC

JHMP DWORD PTR DS: [ECH#4+F3CELL]
PUSH ERX

CALL DWorRD PTR DZ: [12EFDBS]
#“OR EAW, BFAGTEE

AOR ER:.DWORD FTR DS:[12EFDES]
JMF final.B8BF3CEAC

PUSH ERX

CALL DWORD PTR DS: [12EFDRBCI
#OR ERX, BFRET 1A

¥OR ERX,.OWORD PTR DOS:[C12EFDBC]
JHMP SHORT final.B88F2CEBC

PUSH ERX

CALL DWORD PTR D5:[12EFOCA]
#OR ERX, BFRETZA

¥OR ERX.DWORD PTR DS:C12EFDOCA]
JHMP SHORT final.B88F3CERC

PUSH ERX

CALL OWORD PTR DS:[12EFOC4]
#“OR EAW, BFAETSE

®OR ERH.OWORD PTRE DS:[12EFDC4]
JMP SHORT final.B88F2CERC

FUSH ERX

CALL DWORD PTR DS:[12EFDCE]
#OR ERX, BFRET A

#OR ERX.OWORD PTR DS:[C12EFDCE]
JHMP SHORT final.B8F3CERC

PUSH ERX

CALL DWORD PTR D5: [12EFOCC]
#OR ERX, BFAGTDA

®OR ER:X.DWORD FTRE DS:C12EFDOCC]
JMP SHORT final.B88F3CERC

PUSH ERX

CALL DWORD PTR DS: [12EFODG]
XOR ERX,BFASTER

®OR ERX,.DWORD PTR DS: [12EFDDA]
JMF SHORT inal.BBF3CEET

PUSH ERX

CALL DWORD PTR DS:[12EFDO0O41
#OR ERX, BFRESCA

®OR ERX.DWORD PTR OS:C12EFO04]
#OR ERX.OWORD PTR S5:[EEF+C]
FOF EEBP

RETH

to each one of them and seeing what is going on:

BEFACFER
BEF AL FEE
BEFASTER
BEFAETED
BEFASTEE
AEFAGTEF

FF1E 135H1FA1
024424 B4

C2 8468

[

[

CC

CALL DWOROD PTR DS:[11FESH12]
HOO EAX, OWORD PTR SS5:[ESP+41
RETH

BFAST L
AFAGT 1

5]
&
2l
BFHG?IE
HFAGF1F

Check for OS version via GetVersion, so you patch it with mov eax, version_of_your_os

FF1S 1CSA1FE]

2B4424 B84
Cz2 8488
CC

CC
CcC

CALL DWorRD PTR DS:[11FSAIC]
SUBHEEH.DNDHD FTR 55: [ESP+41]

kernel32. Getlersion
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3rd check:
BFAGF2E| 205424 FC LEA ESFP,OWORD PTR S5:[ESP-—41]
GFAETZ4| S9ECE4 HOY DWORD PTR 55:LESFI,ECH
GFRETEY| S0E424 FC LEA ESP,OWORD FTR S5: [ESP—41
GFRETEE| §91C24 HOU DWORD FTR SS:[ESFI, EEX
GFRE7ZE| ES 010BEEEE HOW EA%, 1
GFRE72Z| BFA2 CPUID
GFASPEE| SSE@ DF AMD” EA%, FFFFFFOF
BFREF2Z| 254424 BC “OR EA, OWORD PTR S5:[ESF+C]
HFAST2C| 894424 a4 MOW DWORD PTR SS:[CESF+41,ERX
GFAET4E| SE4424 B4 HOL ERX, OWORD. BTR SS5: [ESP+41
BFRET44| EB FOF EEX
BFRET4S| 59 FOF ECH
GFRE74E| L2 Bdem RETH <
BFRS742| CC IHTZ
BFREF4A| CC IMTZ
HFAAFAR] T THTA

Well pretty much self explanatory, patch it with

4th check:

value which cpuid returns on your machine

BFAEFEE| FF35 245A1FA1 FUSH OWORD FTR DS:C11FSAZ4]
BFAEFEE| FFL1S 2BEA1FA1 CALL OWORD PTR DS:C11FSA2E1
BFRSFEC| FrD3 HEG ER:
BFASFEE| 1BCA SBE ERX,ERR
HFRETEE| 2385 245A1FA1 AMD ER=, DWORD PTR DS:L11FSRAZ241
HFAETES| C2 8488 RETH <
HFRGTES IMTZ

IMT2

BFAEFEH| CC
GEOEFER] P

Patch this as mov eax, 1, and nop out call o ResetEvent

5th check:

kernel32.ResetEvent

i S0e424 FC
FEFAG S 4| 893424
i EE SCEA1FA1

FF15 74EH1FE1
A1 BBFDZEA1
22E@ FF

i 3C 42
PEFAETE0| -~ 75 1E

i 63 ZCSAIFAL
&2 4CEALFAL

FF15 435A1FE1
fel=tmc]

FEFASTAE(~ 74 1F
[ EEBE BEFDZEBL

FF15 73SH1FB1
SE4424 B2
2BA0 2CEA1FE1

B2ac1

EEEE 42EA1FA1
PoFAeFCD| C2 8488

i FF15 AASA1Fa1

334424 84
Cz2 B48a8
rr

HEAE e 700

CFPAL ZCEALFAL 1

LEA ESF,ONORD FTR 55:[ESF-41
HMoU DWORD FTR S5:[ESF]1,ESI

Mou ESI,cnos. @1 1FSASC

PUSH ESI

CALL DWOROD PTR DS:[11FSHY4]
HMOU ERX, OWORD PTR DS:[C12EFDBE]
AHD ERX, 7F

CHP AL,4=

JME SHORT cnc3. BEFAGFAD

FUSH cnc3.B11FSHZC

FUSH cncs.B11FSA4C

MOU OWORD PTR O5:[11FSR2CT, 16
CALL DWORD PTR DS:[11FSA42]
TEST ERX,.ERX

JE SHORT cnc2. BEFAGFCC

IMC DWORD PTR DS:[12EFDEE]
FUSH ESI

CALL DWORD PTR DS5:[11FSHYS]
MU ERX, ONORDT FTR S5:[ESF+2]
MO ECH,OWORD PTR DS5:LC11FSAZC]
ADD ERX, ECH

AOR EAX,OWORD PTR DS:C11FSA42]
FOF ESI

RETH 4

CALL DWOROD PTR D5: [11FSHAA]
A0R EA:, ONORD FTR 55:[ESF+41

RETH 4
THTZ

ntdll.Rt lEnterCrit icalSect ion

ASCII "™39BFOSKE.JE4A™

kernel32.GetConput erHaner

ntdll.RtlLeauwelrit icalSect ion

kernel32.GetConputerHaneR

Hey, there is my computer name, nice © So SecuROM here checks for length of your computer name.
Check line OxFA678F and 2 lines after it is set to 0x10, which is maximum size of buffer passed fo
GetComputerNameA. Then at line OxFA47BE it takes length of computer name returned by call o
GetComputerName, so your patch here would be to nop out EnterCriticalSection and LeaveCriticalSection,
also nop out call to GetComputerNameA and nop passing arguments to it, and assemble there mov
[12F5A2C], len_of_your_computer_name , and nop je at OxFA47AB. Easy...
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6 check:
BFAGFOR| FF1S BESALFE1 | CALL DWORD FTR DOS: L11FSHEE]
GFRETDE| 334424 B4 ®OR EAY,OWORD FTR S5z [ESF+41
GFREFDA| C2 Bdem RETH 4
GFREFOD| GG IHTZ
GFREFDE| GG INTZ
AFASTOFL THTZ
And buffer:
JECEE0E| ES HEEEDEE0 CALL D46ooEEs
A4E5EEES| 58 FOF ERY
W4E5EE05| A5 SE4CFRABAE AOD ERAX, BFA4CSE
A4EEEERE| 20 ES4CFRBE SUE ERX, BFA4CES
H45EEE10| €3 RETH
ctEEll| Bees ADD BYTE PTR DS:[EART, AL

This buffer will simply return it's address, so above check you should patch with:

mov eax, 4650000

7th check:

HEFREPF T
HEFREFFC
HEFREFFD
HEF RE2ES

HEFAES1 S
HEFRE21 S
HEFRE21F
HEFAE22E
HEFRE227
pEFRES22
fEFRGE2F
fEFRGESE
HEFAES2E
HEFAE22E
HEF RS2 1
HEFAG242
HEF RG24

BE ZASE1FA1
1]

FF15 93SR1FA1
A1 B4FDZ2ER1

&2 FCEALFA1
C74E FC_A181066
FF15 @3SA1FE1
SECE

"

74 2@

EEBE E4FDZES1
FF15 CSE1FA1
Al 24EA1FA1
2BEE0 245A1FQA1

@ac1
@365 FCEALFGE1
SE

fEFAEFER| 206424 FC LERA ESF.OWORD FTR 55:[ESF-41]
HEFREFES | 892024 MOU DWORD PTR S5:[ESP1, EEP
FEFREFEY| SBEC MOL EBP,ESP

JEFRAEFES| 206424 FC LERA ESP.OWORO PTR S5:[ESP-41
HEFREFED| 898C24 MOU ODWORD PTR S5:[ESP1,ECH
foFReFE| SDed24 FC LERA ESF,OWORD FTR 55: [ESF-41
HEFREFES | 893424 MOY DWORDE FTR 55: [ESF],ESI

Mo ESI,.cncs. B11FSESA

FUSH ESI

CALL DWORD PTR DS:[11FSE92]

MOL EQ, DWORD

fEFRE2ES| B3EG FF AHD ERX, 7F

fEFAG2AE| 3C 60 CHMP AL, &0

poFRecan| - 7S 1A JHE SHORT cnc3.BAFRES29
fEFRGSEF | 5045 FC LER ERH,.OWORD FTR 55: [EEF-41
fEFRES12| 58 PUSH ERX

FUSH cnc2.811FEAFC

MOU OWORD PTR

CALL DWORD PTR DS:[11FSABEZ]

TEST ERX, ER:

JE SHORT cncs.

IHC DWORD FTR
PUSH ESI

CALL DWORD PTR D5:[11FSE3C]

MOL ER, DWORD
MOL ECH, DWORD
ADD ERX,ECH
ADD EAX, DWORD
POP ESI

bEFRGS4a| C9 LERVE
bEFRES4E| G2 e4a8 RETH <
PUFRGE4E| CC INT3

FTR DS: [12EFDE4]

SS:[EBP-41, 191

BEFAGE49
0S: [12EFDE4]

FTR DS:[11FSH94]
PTR DS:[11F5AZ241]

FTR DZ: [11FEAYC]

ntdll.RE lEnterCrit icalSect ion

ASCII "deroko™
AOVARPIZZ. GetUserHameH

ntdll.Rt lLeaweCrit icalSect ion

That's my user name over there © Weeeeeee © Well atf line 0xFA6843 it takes 4 chars from name and adds
them to EAX, this is very simple to patch so you can do it on your own. Not much stuff going on

In simple words, if you run dump as different user, it will crash at some point.

And last and 8" check:
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PEFRE25E

SE1S 18SH1FE]

66:313R 405A
w75 8C

Al 145A1F@1

6632138 405A

MOU ED=, OWORD PTR DS:L11FSALA]
CHP WORD PTR D5: [ED=], SA40

JHE SHORT cncz.BEFRESES

MOU ERX, OWORD PTR OS:C11FSA141]
CHP _WORD PTR DOS: CERM],SA40

ADUAFIZZ. FrODBE8a

BFAEEET | ~7d4 B4 JE SHORT cnc2.BBFAS2ED0
BFAG2E3| 33CA “OR ERH, ERX

BFRESEE|~EB 33 JHMP SHORT cno3.88FRESAS
AFAEEE0| SB48 3C MOW ECH, DWORD PTR DOS: CEAX+3C]
AFAGZTE| B3C3 AOO ECH, ERX

BFAEZTZ| SBd2 3C rou EEE.EHEHD FTR DS: [ED=+3C]

EDw,
HFAEEFF| SB42 &2 MOU_ERH, OWORD PTR OS: CEOX+52]
OR _EAX,OWORD PTR DS:[EDR+221
BFASEFO| 56 PUSH ESI
OFR ERX,DOWORD PTR DS: [LEDR+ES]
MOV ESI,ONORD PTR OS: [ECK+5E]
OR ESI.OWORD FTR DS:[ECR+231
OR ESI,OWORD FTR DS:[ECH+E]
AODD_ERX,ESI
MOUEX ESI,WORD PTR DS:LCEDX+42]
MOUEX EDX,WORD PTR DS:[CEDX+481
ADD EAX,ESI
ADD_ERH, EDR
MOUER EDR,WORD FTR DOS:L[ECK+42]
MOUER ECK,WORD PTR DS:[ECK+481]1

BFRS22C| BFEBY7P2 42
BFAE22E| BFEVEZ 48

AFAEE2E| BFEYSl 42
AFAEE2C| BFET49 48

BFAEZAE| B3C2 ADD ERAX, EDF
BFACZAZ| B3C1 ADD ERX, ECH
BFAS2A4| SE FOP ESI
HAFAE2AS| G2 A466 RETH 4

Very simple anti-dump check, it loads address of advapi32.dil in edx, and address of kernel32.dll to eax, now
it plays a little bit with PE header. Of course on different windows version kernel32.dll and advapid2.dll
probably will have different values there. It could happen that during MS updates those two, or af least one
of them is updated, and in such PE will be screwed, and wrong value will be returned. One simple way fo
bypass this anfi-dump is to run this procedure and get value refurned in eax then simly patch this routine
with mov eax, that_value/retn 4

Only 2 more anti-dumps left to go over, only 2 more ©

Next anti-dump is related to EntryPoint stored in PE header in memory and is located here:

1a028eC

F& CLC
1zDe2el) SB3D 4823308l MOW EDI,DWORD PTR DS:L[13C5348]

1202572 1330 S@al4888 | ADC EDI,OWORD PTR O5:[4AE156]
1303373 S8v3C24 ACHG_DWORO PTR S5:[ESF]1,EDI
1202870 Eé4424 B4 1AEEE EE?HDNDRD FTR S5:[ESF+41, 1A

1202324
1202235 FFA0D 27FC34201 OEC DWORD PTE OS: 014302371
JFE_eneD BEASTOOL

iznsoacb| —@AF2d 1 2FCEARFFE

adc edi, [400150] is actually adding OptionalHeader.AddressOfEntryPoint to edi. Your dump will have
different EntryPoint, but in this real target, SecuROM excepts it 1o be: 4d5b%8h . | have located at least 1
more check, but no need to look for all of them, it is more then enough to add exira code to the dump
which will overwrite OptionalHead.AddressOfEntryPoint  with  this  value, and also will update
OptionalHeader.SizeOflmage with value which SecuROM wants in its VM interpreter, so we will be injection
this code intfto SecuROM:
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loader: pusha
call __delta
__delta: pop ebp
sub ebp, offset delta
call getkernelbase
xchg eax, ebx
gethash <VirtualProtect>
call getprocaddress, ebx, hash
push esp
mov ecx, esp
call eax, 400000h, 1000h, PAGE READWRITE, ecx
add esp, 4
mov esi, 400000h
add esi, [esi+3ch]
mov [esi.pe addressofentrypoint], 4d5b98h
mov [esi.pe sizeofimage], 87a000h
mov eax, [ebp+old entry point]
mov [esp.Pushad eax], eax
popa
Jmp eax

And now, do you remember that

TLS stuff | mentioned earlier? Well here it goes:

POF129F59) 53
AEF12F5H| 56

hEF12FSE| FE1S 48303981
hrF12Fel| FF3S 93982A81
hUF19Fe7 | 2BeD2

hUF19FES| FF1S B4621BA1
hEF19FEF| SBF@

PEF19FF1| 85F5

POF12F 73| ~7D 49
HOF12F7S| 68 SCEAaa8a
AEF13FFPH| 6H 81
hoF12F7C| ES DZDFFFFF
pEF13F21| SBFA
pEF13F22| 95F6
FEF13F35| 59

HEF19F25| 59
POF12F27|~74 2D
AEF12F29| 56

hEF12FEH| FE3S 95952A81
prF12F2E) FE1S S26Z1BA1
pEF 19F35| 85CH

HEF19F 95«74 10

heF19F2A| Cr4é 54 ES9ARZAR
PEF19FAL| CY46 14 BlaEEERA
PoF12FAS| FFLS 73929481
hoF12FRE| S34E 84 FF
hoF129FE2| 5986

HEF 19FE4 | ~EE B2

FEF13FEE| 60 18
hUF19FE2| E2 BEREBFFFF
REF13FED| 59

HEF13FBE| 53

PoF12FEF| FFLS FCOCZ981
hoF12FCES| SBCE

AEF13FCY| SE

hEF13FCE| SB

G 13FC2

CTr | ml W i P ]

FUSH EBX
FUSH ESI
CALL DWORD FTR DOS:[<&KERMEL3Z.GetLastErintdll.Rt lGetLastWin3ZError
FUSH DWORD FTR OS:[12A9592]
MO EBX, ERX

CALL DWORD PTR DS:[11E&2541] kernel22.TlsGetUalue
Mo ESI, ERX

TEST ESI,ESI

JHE SHORT cncE. @8F19FEE
FUSH =SC

FUSH 1

CALL cncs.RARF17FES

Maw ESI, ERX

TEST ESI,ESI

FOF ECH

FOF ECH

JE SHORT cncs.@8F13FES
FUSH ESI

FUSH DWORD FTR OS5:[12A9E98]
CALL DWORD FPTR DS:[11E&ZER] kernel32.TlsSetUalue
TEST ERX,ERX

JE SHORT cnc3.@8F19FES

MO DWORD PTR DS:CESI+54],cnc3.812A9AES
MO OWORD PTR DS:[CESI+141,1

CALL DWORD PTR DS:[<&KERMELZZ.GetCurren| kernel32.GetCurrent Threadld
0OF OWORD PTR DOS: [ESI+41,FFFFFFFF
MO DWORD PTR OS:CESI],ERX

JMP SHORT cnc3. 88F19FEE

FUSH 18

CALL cnc2.B08F15B77

FOF ECH

FUSH EBX

CALL DWORD PTR DOS:[<&%KERHELZZ2.SetLastErintdll.Rt 1SetLastWin3ZError
oy g

=T L= W N

It calls TsGetValue (0x0F), so you will have to patch it with value you got like this:
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HEF19F53 BZ 981EEZAZ MOW ERE, final.B825231E98
HEF19FSE| C3 RETH

HEF19FEF| 2991 CHP OWORD PTRE D5:CECX],ERX
HEF19FE1 | FFE5 8932AH1 FUSH DOWORD PTR D5:[12A%893]
HEF19FEY | SBODE MOl EEX, EAX

HEF19FES| FF15 B4621B@1 CALL DWoRD FTR DS5:[11E&254]
HEF19FEF | SBFE MOL ESI,EAX

HEF19F 71| 85F& TEST ESILESI

HEAF19F7E [~ 75 49 JHE SHORT final.BdaF 19FBE
HEF19FFE| &2 SCADEEAD FUSH =C

aoF5FA| €A Bl PUSH L

And so it has been done, now run your dumped/patched exe, and you will have your game up and
running.

That's all folks...

6. Conclusion

Well as you may see it is relatively simple to fix SecuROM, still, going for the virgin file would be nice, but it
requires more free time as you will have to reverse SecuROM VM to fix it properly.

7. References

[1] Ultimate Hooking Engine, deroko of ARTeam, http://deroko.phearless.org

8. Greetings
<0OM ¥ 5, | wish to thank to all my mates in ARTeam for sharing their knowledge, to 29a for one of
> 7q the best e-zines, unpack.cn crew (fly, shoooo, heXer, softworm, okododo), Anonymous

tut conftributor, he know who he is, and of course, you for reading this document.

C Bepom y bora, deroko of ARTeam



http://deroko.phearless.org/

PAGE 56

Well deep Inside SecuRom by Anonymous

The funny side of things

The authors of SecuRom cracks me up:

OUA] nunc Imag[R REIE
OUM| bibendum Imag| R RWE
OUM| st Imag| R RWE
OUM| . securam| imports R RWE
S PSP M. ol Bl

“Time to drink .securom”
And in the redirector proc:
“nobody move, nobody gets hurt”
“"Masses Against the Classes”
“yates is still ere.something kinda Ooooh”

Are there no honor among thieves Mr. Yates 22

2. Code morphing

This PUSH 10 and JMP look a bit strange:

FEEE R
BEIE1F34

% 6R 18 FUSH_18
~E9? BOE2EEFF | JMF TEST_DOUM. BES1HS4G

BES51FS2| » ES DRGSFFFF | CALL TEST_DUM. BE3S5545
AE951F3E| . AL BROCEEES  |MOU EAX, OWORD PTR DS: [S660CES]
-l =, 85 e
Follow jump and you will end up here:
BAZIAZ4E] * E6 FUOSH ESI BEAEEE] A
BEZ1A247| . 9C PLUZHFD AEZIFES4| BEICSFA4|RETURM to TEST_OUM. BESESFA4 fro
AAZ 1RS48 Fa 5TC ARZ2FESS| BEAE0SFA| TEST _DUM. BEEEDEFA

Moy ESI.OWORD PTR OS:[SE3C128] o
EEEFESI -OWORD FTR OZ: 04308321 This is the stack at 081A846h (beginning)
WCHG OWORD FTR SS: (ESPI1.ESI

BEZ1AZ49| . BBIS eSC1ESES
BAs1A34F| . %EEE 22084288

JHE TEST_DUM. BE951F323

BESEAS 12| TEST_DUM. BEERE1R
BEZIFESH| BREEEE1E
BEZIFES4| BGA9E2FA4| RETURHM to TEST_ DUH BAISIFA4 fro

AR22FEaS AEEEN2FAI TEST NLIM. ASEENT=

. B73424
Baz1A259| =E9 DEFE&1486
ay, BB e

This the stack at at 081A85%h (end)

As one can all this does is that it pushes a value onto stack. Anyway, this is not important to us. The dump works fine without
patching this ;)
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3. Basic API redirection

Here is where we first meet a redirection of a call to API:

GOOEIFGE| . &8 ECA49E@E | FUSH TEST DU, BESEAGED AECIT "InitializeCriticaloect |
BESEIFE4| . 5@ PLSH EAX

GoceiFes| . FFIS 38@AE7ES| CALL OWORD PTR DS: [S67@A32] TEST_DUN. 85693644

GEceiFER| . A2 BEOCEEAE | MOU DWORD PTR DS: [SEEDCEA], EAX

Let’s trace into 05693644h

HEEZE4d] S FUSH _EEF

H5593645( BBEC rMou EEP, ESP

BSE93647( 53 PUSH EEX

BSE33645( S6 PUSH ESI

BSE33643[ 57 PUSH EDI

B5£3364A( &@ FUSHAD

H5E9364E FFPS BC PUSH DWORD PTR S5: [EBP-+C]

HSE9364E( FEPS B3 FUSH OWORD FPTR S5:[EEP+21

B5£23651( FF1E ES13808S  |CALL DWORD PTR DS:[SEOL3ES] kernel32,GetProcAddress
B5£33657( SBFE Hou ESI, EAX b
HSE93659( SE4E BC MOV ER:, DWORD PTR S5:[EBP+C]

BSE2365C| CIES 1@ SHR_ERX, 18 :
HSE3365F| 661 BECH TEST B, AR

BSE23662[~74_12 JE SHORT game . BSE9357E

H5E93664( FEPS BC PUSH DWORD PTR S5: [EBP+C]

BSEIZEET[ S6 PUSH ESI

HSE23665( ES_ EGBCEBOE CALL game.BSE3FE40

BEE326E0( 2ECE TEST EAX,EAX

BSE9366F[ 59 POP ECH

BSE33670[ 59 FOP EC2

HSE33671( 2945 eC MOU OWORD PTR SS: [EBP+C] ERH

BEES2E74 [ FE B JHZ SHORT game.BEE3ZE73

H5E93676( 9975 BC NDU DuDRD PTR 55: [EBP+C1,ESI

B5£33679( 61

HSE3367A( SB4E BC NDU EHH.DMDRD PTR S5: [EEF+C]

BSE33670( SF FOP EDI

BSE9367E( SE POP ESI

BSEIZ67F( SE FOF EEX

BS£33620( SO FOF EEP

HSE23621( C2 @oed FETH &

BSE93684( S5 PUSH EEP

Fié?ﬁﬁﬁi..ﬁﬂﬁipuu.qi-.;x :E}Liiﬂibﬁégnl‘ull.‘"lilnqliﬂ*ui."'ﬂﬂéil““"\w‘-dnll“‘ln

As one can see, this is actually a call to GetProcAddress.

If we load our dump into LordPE and take a look at the Directory Table (ImportTable):

[ ImportTable ]

DM ame OriginalFirstThunk | TimeD ateStamp FomnwarderChain Mame FirztT biunk. -

KERMNEL3Z.4I 05409108 Q0000000 Q0000000 0BAD705S [5A0SAC3

JSERZZ.dI 5403423 Q0000000 Q0000000 05A07DF4 05408DDE

ale32. 4l Q5409573 Q0000000 Q0000000 05ADS347 05ADSF 2B

d3d=3_30.dil 54035857 Q0000000 Q0000000 0B&083DF 0B&08F 4F

DSOUND il NRA095A7 Q000000 Q0000000 0RA0S43F O5ADSFEF i

ThunkHVA ThunkDHset ThunHMaMe Hint ApiHame -
! G305 #

DS.-’-‘-.EIEE?F EIEIEII:EE?F DEEEGEEE Qoo hllEel&zzaliik 0B8R S

BA0SEE3 Q09CEES3 FLCBOABDE - bemory Address: 7CBOABDER

NRADBBSETY O09CERST FLCBOZ3E7 - Memary Address: TCBOZ3E7h

BACSESE Q09CEBSE FLBEC4AR - Memory Address: FCBEC4ARK

aA0SBEF QO9CEBSF FLCBZ4ERT - Memory Address: VCE34EBTh

BADBES3 Q03CEES3 FCB3IE1EE - Memary Address: VCB3E1EER

BA0SEST Q09CEEST FCE128FC - Memory Addresz: FCE138FCh -

NEAMSR AR NNarERaR FrOENAEE b araan b ddrass: TEOENAFEk

Murmber Of Thunks: CBh /A 197d [FirstT hunk, chaln] Wiew always FirstT hunk,
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Running through the ImportTable (kernel32.dll) we noticed the following API's gets redirected:

GetProcAddress (5670A38)
LoadLibraryA (5670A3C)
ExitProcess (5670ADS8)
TerminateProcess (5670AEQ)

We need to fix these API's. One can do this either by hand or by using ImpRec or ReVirgin. | prefer nothing it automatically
coding a unpacker !l

4. Code splicing

The code splicing in SecuRom usually looks like this:

HESEASES]  —FF25 BCBSEZEES| JHMF DWORD FTR DS5: [EESESBC] TEST_OUHM. BEEE488EH
HESSASEF 3E:6A FF FUSH -1 Superf luous pref in™)
BEISHIED Sd:Hl BEB882ao MOy EAX, DWORD FPTR FS:[E] :
BE3ISHSES &2 200F 2288 FUSH TEST_DUM. @@220F 28

BEISHSE0 =1E) FUSH ER:

HEPEASEE| o 64218925 DE@a0 Moy DWORD PTR FS:[@1,ESP

HEPEAETE] . B3EC B4 SUE ESP, 54

HEI5ASFE) . 53 FUSH EBX

BEIEASFY) . BB FUSH EBF

HESEASTAH| . BBEC24 &C Mol EBP,OWORO PTR S5:[ESP+&C]

HEIEREFE| . B& FUSH ESI

HE3ERSFF| . E¥ FUSH EDI

HE95ASEE) . BB FUSH EEF

HE9EASE1| . BBFR Moy EOI,ECH

BEPEASES) . &8 PEASISEE FUSH TEST_DUM. 8@95AZ9E

BEPEAEEE) . 68 SOECEFEE FUSH TEST_DUM. 8@2F3C58 Entry address
BE35Ag30) . G2 RETH

HE3ISHEEE ac OB =C

B CE T T AT TR R R VG R T Ty Fey o

Once we frace into 05EB4000h we will enter the wonderful world of SecuRom redirection. | will spare you the heartbreak for
going through all the calculation loops, but what it basically does is redirection you to the code splicing code. Anyway, here is
the beginning:

JaME .
FUSH game.BE4631F5
FUSH_game . BEEFEESE
FUSHFD
SUE DWORD TR 55: [ESP+41, 400
FOFFD

RETH

HSEE4E85 | &8 F2314888

gg QEEcEFAS
S16C24 B4 DS408
a0

PUSH EB:X
MOV EE=, 456

FUSH EE=x

PUSH game.BSECEFEA
PUSH game.BE9EEA9A

~EEE}%gia"'-‘.-.u.“.hvirmh\h-

FUSH DWORD FTR S5:[ESP+E]
CALL game. BEISEAGE a
POP ECX

POF ECH
RETH

PRy st andiieaiio gt

=)=
EE S@848888
53

&2 BREFEGHES
Eg SASASER
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HEEEEFEA] S5CH TEET ERX.ERX )
BEECEFBC( 59 FOP ECX
HEECEFED(-- 75 BB JHE SHORT game. BSESEF1A '
BEECEFEF| BERS BE1SE485 | OR EAX,DWORD PTR DS5: [SE4156821
HEESEF LS| ~ES BCOZBE0E JMFP game . BSESF 106
HSECEFLIA| AZ ZBE1EEAS MOY DWORD PTR DS:[SEEEL1281,ERX
BSECEFLIF| CYRS DSE@&&ES 21 MOY DWORD PTR DS5: [SE&EBDST, 28
BSECEFZ2| 8055 80648888 | LEH ECK,DWORD PTR D5: [EA=+45681
HEEEEFZF (EB_1E JMF SHORT game. BSEEEF4F .
BEECEF21( 9383 FF OR DWORD PTR DO5:CERX], FFFEFFFF
HEECEFZ24 | 926@ B2 68 AMD DWORD PTR D5: [EAX+21,6
HEECEFZ22| CEd4B B4 B8 MOU BYTE PTR DS:L[ERX+4],0H
BEECEFZC| CE4B BE BA MOU BYTE PTR D5:[EAX+E],BA .
HEECEF4E| SBED ZBEl&cES ML ECK,DWORD PTR DS:[EesE12E8]
HSECEF4e| S3CB 24 ADD ERX, 24
HSECEF42| S1C1 50848888 | ADD ECK, 458 4
BSECEF4F( 3BC1 CHMF_ERX,ECH ‘
HEEEEFEL (~7F2 DE JBE SHORT game. BEEEEFS1 .
BEECEFE2( 55 PUSH EEP "
HEECEFE4( 56 PUSH ESI *
HEECEFEE( &7 PUSH _EDI
BEECEFEE| 204424 14 LER EHH OWORD PTR S5:CESP+143]
BEEEEFEA| 5@ FUSH
HSECEFEE| &8 DESE4zZ88 FPUSH game B4 25EDE
HSECEFEA| 65 AVDS45E7 FPUSH EFP4505AY
BSECEFES( 9C FUSHED -
HEEEEFEE| 217424 84 67402 »OR _DWORD PTR 55: [ESP+41,B22RA4067
BEECEFEE( 29D FPOPFD
HEECEFEF( 58 FPOP ERX
EE F7a| FFDE CALL ERX

AP S g SR U

As one might see this is part of the code splicing. However we can fix this by forcing the jump at 095A85%h to jump to
OSE6EEE?h. Now here is something inferesting... Look above at line 05E6EF70h... What is this 22 Let's trace... A new chapter
begins...

5. Advanced API redirections

Like with the code splicing the advanced API redirection is trigged by a run through the calculation loops. Most often around
10 times. No big deal... After a little fracing we end up here:

BECEZC0Z| 68 DOoonood FUSH @
BESEZS02| 62 BOEBEGEE FUSH @

BESEZS00| 62 EOBBRGSE FUSH &

B5SEZSEZ| 65 EOOEDOED FUSH &

BSSEZSET| 65 EOOE0OED FUSH &

BESEZSEC| 65 EOBB0EED FUSH &

BESEZSF1| 62 BOEBEESE FUSH @

BECEZSFE| 62 BOEBRGEE FUSH @

BESEZSFE| 62 BOGEREEE FUSH @

BESEZGEE| 65 EOOE0OED FUSH &

BESEZGES| &5 ENOBREED FUSH @

GESEZE0H) SDE424 26 LER ESF,OWORD FTR S5: [ESF
| BE0E 26 HE [ RETH

This is a call to GetStartuplnfoA !
As one can see it's not advanced af all. | only chose to call it this because of the calculation/obfuscation loops.

Often calls to API looks very similar to calls to another SecuRom trick.... The Virtual Machine (VM)... Let's take a look aft this
feature...
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GEEADEZE] FFD@ TALL_EAX
GEE4DSZE| SEGS 3811E485 | CHMP EAX,DWORD PTR DS:[EE41132
GEE4DS34 | BFEE 6201ABBE | JNZ g9ame.BEE4DDEC
BEE4DS3A| 58 PLSH ERY
BEE4DS3E( 9C PUSHFD
GEE4023C| C1ER @8 SHF ED, @
GSE4D55F | BS 99136385 MOU ERX, game. BE631390
BSE40344| 28 HOP
BSE40245| 54 FUSH ESP
GEE4D24E| 68 BECSESEE PUSH game. BEESCEES
GEE4D24E( FFD@ CALL EAX
SBFF MOU EOT,EDT
a0 POPED
GEFEAEAE] 55 FISA_EEF
B534AZA3| SBEC MOU EBF, ESP
BS34ASHE| S3EC 48 SUE ESF, 48
BS34AZAE| 53 PUSH EBH
BEI4AZAF| 56 PUSH_EST
BE94A3EE| SB7E 93 MoU ESI,DWORD PTR S5: [EBP+21
BEJ4A3EZ| SBdE 13 HOU ER, DWORD PTR DS: [ESI+181
BEJ4A3EE| 93FE 53 CHP ERX, 53
BEJ4A2ES| 57 FUSH EDI
BE94A3EA|vBFEF 20DBEEEEE | JG game. BES4ATED
B534A500| vBF34 EDBSEEEE | JE 3ame.BSI4ASES
BS34ASCE| S3FE 26 CHP EAX, 26
G5940305|vBFEF EE3EEEE | J§ game.B594AC0A
GE94A3CF | vBF34 25629868 | JE game. B534ACEA
BE34A305( 93F8 15 CHP ERX, 15
G594A305|vBFEF 95018668 | J§ game. BES4AETS
GE94A30E | vBFE4 7EG18E6E | JE game.BE34AEEA
BES4A3E4| 93FE B3 CHP ERX, 3
GE94RZET|vBFE4 SBO10808 | JE game. BES4AS4E
B534ASED| S3FS OA CHPEAX, @A
G534A5FA|vBF34 14818808 | JE game. B5I4ASEA
BS34A3FE| S3FE 18 CHF EAX, 18
GE94A3F5|vBF24 DFE@@EEE | JE game. B594A4DE
BEI4ASFF| S3FE 14 CHP EAX, 14
BE940402|vBFEE FCA7EEEE | JNZ game.BEI4ACEY
G594R465| 9330 FCECEES & CHP OWORD PTR DS: [SCB4EFCI,&d
BE94R40F | vBFE2 AZBEBEEE | JE_game. BES4A4ET
&R 1C PUSA_1C
5045 E4 LER ER, DWORD PTR S5: [EBP-1C]
5@ FUSH ERi
S& PUSH ESI
FF1E 7S4ECEES  |CALL DWORD FTR DS:[SCA4ETE]




